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Qu’est ce gqu’un malware 7

- Un malware est un programme aux intentions malicieuses (?)

- Un malware est un virus, un ver, un logiciel-espion, un botnet ...

- Difficile d’en donner une définition mathématique
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Un malware est un programme
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,
» Que celasignifiet-i? P = M

- mais en revanche: || P] s | M
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Les programmes sont partout

« |E, VLC, iTunes, FreeCell?

- mais il y a d’autres programmes: mise a jour, réseau,...

 Les données sont des programmes:

* pages web : javascript, php, flash,...

 documents: Word, PDF, ...
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Un monde cruel

Théoreme : Etant donné un virus v, ’ensemble de ses mutants n’est pas
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* mais ecrire un malware n’est pas une panacee
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Un monde cruel

Théoreme : Etant donné un virus v, ’ensemble de ses mutants n’est pas
calculable.

* mais ecrire un malware n’est pas une panacee

Rapid Release Defs Rapid Release Defs Extended Defs

time date Defs Version Version Sequence Number Total Detections
04:29:22 PDT 10/1/2012 141001f 10/1/2012 rev. 6 138089 20449979
Certified Defs Certified Defs Extended Defs

created released Defs Version Version Sequence Number Total Detections
9/30/2012 9/30/2012 140930i 9/30/2012 rev.9 138071 20440354

Detections modified for this release (86):

90 Day Global Threats, Risks, and Vulnerabilities
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Ingénierie sociale

2009-02-17
= Still using the Valentines theme,
but is now using several pictures

2009-01-09
- Email spam changed tack to New Year
- Still the same eCard website

in rotation.

2008-12-26
- Waledac first seen 2009-01-26
- eCard theme, In time for - Websites using Valentines
the Christmas season theme

2009-03-16
- Changed to "Bombing” theme
2009-02-23 - Websites leveraged GeolP for
- Changed to "Coupons” theme, more targeted and localized social

taking advantage of the current engineering
financial crisis

| 4 |
2009-01-18

- Changed social engineering tack to
“Obama refused to be a president”

2008-02-10

2008-02-28

- Websites added GeolP component.
- Still using the Coupons theme,

- Still using the Valentines theme, but the websites now know fram 2009-04-15
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2009-01-09
- Email spam changed tack to New Year
- Still the same eCard website
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https://www.botnets.fr
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Les bugs et les exploits

 Les données sont/contiennent des programmes
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Les bugs et les exploits

* Les bugs sont des portes d’entrées pour
un attaquant :

void vulnerable(char *user_data) {
char buffer[4]; <
strcpy(buffer, user_datey;

}

Ox100095: vulnerable(document)
Ox100100: suite du programme

document: "1234ABCDEFGH”

retour
ebp
buffer

“FGH

ABCD

1234

Mémoire




| a détection de malwares
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Fichier Logiciel
ﬁ _
suspect Liste de malwares
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Détection par reconnaissance de signature

Worm.Y
Your mac 1S now under our control !

| J

 Signature : «Your * is now under our control»

4 )

Worm.Y
Your PC is now under our control !




Détection par reconnaissance de signature

- Logiciel antivirus : une base de données de signatures

Taille .
Produit sighature S(I'gg?ct:;)e
(en octets)
Avast 8 12,916 — 12,919
12,937 — 12,940
AVG 14,575 533 — 536 - 538 - ...
Bit Defender 8,330 0-1-60-128-129 - 134 - ...
Dr Web 6,169 0-1-60-128-129-134 - ...
eTrust/Vet 1,284 0-1-60-128-129-134 - ...
elrust/ 1,284 0-1-60-128-129-134 - ..
Inoculate IT
F-Secure
W B I F) 2005 59 0-1-60-128-129 -546 - ...
Orm ag e - G-Data 54 0-1-60-128-129 -546 - ...
KAV Pro 59 Identique a celle de F-Secure 2005
McAfee
2006 12,127 8 0-1-60-128-129-134 - ...
NOD 32 21,849 0-1-60-128-129-132-133 - ...
Norton
2005 6 0-1-60-128-129-134
Panda Tit.
2006 7,579 0-1-60-134-148 - 182 - 209...
Sophos 8,436 0-1-60-128-129 - 134 - 148...
Trend
Office Scan 88 0-1-60-128-129 - ...

Source : Eric Filiol



Détection par reconnaissance de signature

Aspects positifs :
 Précision: peu de faux positifs
= |es programmes qui ne sont pas des malwares ne sont pas détectés
- Efficacité : Les algorithmes de reconnaissance sont rapides
= Karp & Rabin, Knuth, Morris & Pratt, Boyer & Moore
Aspects négatifs :
- Les signatures sont quasiment écrites a la main
- Trés vulnérables aux protections des malwares
= Mutations

= Obfuscation de code
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Détection comportementale

- |dentification d’une suite d’action :
 Appels systemes, appels a une librairie, interaction réseau, ...

« Deux approches
» Détection d’anomalies vis a vis du comportement usuel

- Détection a partir de comportement douteux

Cons:

- Difficile de dire ce qui est bien et ce qui ne I'est pas
- Difficile a maintenir en pratique

« Obfuscations fonctionnelles:

Deux maniere d’écrire dans un fichier

h=fopen(C:\windows\sys.dll);fwrite(«test»,h) v De nombreuses
manieres d’ecrire
une action de haut
niveau

h=createFile(C:\windows\sys.dll);writeFile(h,«test»)




Test d’anti-virus sur de nouvelles attagues

Source : A study of anti-virus response to unknown threats by C. Devine and N. Richaud

(EICAR 2009)
Product testA01 testA02 testA03 testA11 testA12 testA13
name
avast! No alert; keys No alert; keys | No alert; No alert; No alert; No alert;
logged. logged. keys logged. | keys logged. | keys logged. | keys logged.
AVG No alert; keys No alert; keys | No alert; No alert; No alert; No alert;
logged. logged. keys logged. | keys logged. | keys logged. | keys logged.
Avira No alert; keys No alert; keys | No alert; No alert; No alert; No alert;
logged. logged. keys logged. | keys logged. | keys logged. | keys logged.
BitDefender No alert; keys No alert; keys | No alert; No alert; No alert; No alert;
logged. logged. keys logged. | keys logged. | keys logged. | keys logged.
ESET No alert; keys No alert; keys | No alert; No alert; No alert; No alert;
logged. logged. keys logged. | keys logged. | keys logged. | keys logged.

[U] testAO1: The GetRawlnputData() APl was introduced in Windows XP to access input
devices at a low level, mainly for DirectX-enabled games. This function was documented in
2008 on the Firewall Leak Tester [6] web site.

[U] testAO2 installs a WH_KEYBOARD_LL windows hook to capture all keyboard events

(contrary to the WH_KEYBOARD hook, it does not inject a DLL into other processes).

[U] testA03: The GetAsyncKeyState() API allows querying the state of the keyboard
asynchronously.

[A] testA11 hooks the keyboard driver's IRJ_MJ_READ function.

[A] testA12 hooks the keyboard driver’'s Interrupt Service Request.

[A] testA13 installs a “chained” device driver which places itself between the keyboard
driver and upper level input device drivers.




La protection des codes
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La protection des codes

La détection est difficile du fait de la protection des malwares

D it 48]
1.0Dbfuscation SURREPTITIOUS

2.Cryptographie

3.Auto-modification

4.Protection anti-analyse



Mille manieres de dire la méme chose

eax = 32
XOor eax, eax mov eax,0 sub eax, eax
eaX = 0



Offuscation par I'exemple

—

—

loc 401AF1:

ds: wcmdln

mov eax,
cmp [eax], ebx
jz loc 403A3D
| 1
L
bl w3
mov eax, [eax]
bl w3
loc 401B00:
mov [ebp-24h], eax
movzx ecx, word ptr [eax]
cmp cx, 20h
ibe short loci401368
§ |
il B3
loc 401B68:
cmp cx, bx
jz short loc 401B72
| Y
Ll s B3
cmp [ebp-1Ch], ebx
jnz short loc 401BOC
I v TN ¥
YVYY¥ (2K
B3 il B3

loc 401BOC:

loc_402A24:

loc 401B72:
movzx ecx, word ptr [eax]| |cmp cx, 22h
cmp cx, bx jz loc 402A24
jz loc 401274
| v
bl B3 bl B3
; START OF FUNCTION CHUNK FOR start p cx, 20h
loc 401274




Win32.Swizzor Packer
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Sienvenue a Swizzorland !

d8483258 push edli
88483259 mov edx, [esp+4+arg_ @] ®
88483250 sub edx, 13Eh ’
88483263 lea edi, unk_u433564
08463269 mov eax, off_42C554[edx]
0848326F mov ecx, 28B3h
08483274 add BCX, eax
88483276 sub ecx, [edi]
ae4B3278 mov eax, ecx
8848327A pop edi
88483278 retn 4

N

004BBFZE mov dword_433660, pax| "%
A0488F83, push 19a4b &
084 8BF88 call sub_ 483258 | |
B0408F8D mov dvord_h33668, eax
88488BF92 push i4%h 4
884 8BF97. call sub_ L4B3258
BO4BEFOC jmp loc_hB90F6
AT
80402BF3 push  edi =
A8482BF4 mov edz, [esp+a+arg_M]
88482BF8 sub edx, 1B4h
B0482BFE lea ecx, unk_43353%4
aaua2c 84 mov eax, dword 4359D8[edx]
a4 Ba2C0A mov edi, 19B7DBh
B0482COF sub edi, eax
aau@2c11 add edi, [ecx]
80482C13 mow eax, edi
80402C15 pop edi
BO482C16 retn L
- 3
88482D8E push edi
88482D8F push ebx
88482028 mov ebx, [esp+8+arg_#]
88482024 sub ebx, F6h
88482097 mov eax, dword 4327EC[ebx]
88482020 lea edi, unk_43356C
80462DA3 mow ecx, 2416B5h
B80462DA8 sub ecx, eax
aauB82DbAA add ecx, [edi]
B0482DAC mow eax, BCcx
88482DAE pop ebx
004B2DAF pop edi
88482DBA retn L

A0488365 mov [esp+18h+arg 58] ,-€ax
88488369 _push 112h _
A4 8836E: call sub_482DB3
08488373 mou dword_B3363C, eax
804088378 push 1
a848837A call sub_4B8883A
8848837F mov [esp+18h+arg_ALC], eax
88488383 mov edi, dword_433648
80488389 sub esp, 8
«B048838C push edi
B040838D+call  sub_u4@3258 |
04088392 mov dword_ 433654, eax
88488397 push 125h !
8848839C call sub_hB2DBE3!
88488301 jmp loc_A4BEDOE

¥
BN L
a0488DAB ; START OF FUNCTION CHUNK FOR sub_L4BBCBY4
488D 0B ¢
@04088DBE loc_ 4OBDOB:
48488088 mov [esp+2Bh+arg_SE7, eax
88488012 push GSFBA5387h t
Be4eED17 call sub_48398E *
88488D01C _push 28h
BB408D1E call sub_4BBF7E’
80408023 mov  dword ptr [ebp-386h], 1D6h
MEeLAED2D sub esp, HCh
A0408D30 call  sub L4BZBF3’
804088035 movw dword_433664, eax
88488030 _push BAh.. s
B4 B8D3F call sub_ 4@383C/
0840804 mou " [esp+8+arg_4], eax
00498048 _push dword 433674
00488DL4E" call sub 483258 |
AB4 08053 mov “dword_ 4335648, eax
88488058 push 104h
28488050 ‘call sub_482BF3 |
04A8D62 mov  [esp+l], eax
80488066 _push ach
Bp4 88068 call sub_482D8E
88488060 mou dword_433658, eax
88488072 _push 95h
88488077 call sub_48383C
88488D7C mov [esp+8+arg 58], eax
88488088 _push BFFF58CCED
BO4BED85 call sub 482DFF |

s |BB4B2DB3 push esi
4 |88482DBY push ebx
884082DB5 mov ebx, [esp+8+arg_@a]
08402DB? sub ebx, BFDh
08402DBF mou eax, dword_437298[ebx]
08402DCE lea edx, dword_433530
084062DCE mow esi, 2FBDh
884082008 Zor esi, eax
084062002 add esi, [edx+18h]
884082005 sub esi, [edx+44h]
868482008 mov eax, esi
8840820DA pop ebx
00462DDB pop esi
08402DDC retn L
s |884039BE push edi
88408398F push ebp
884603918 mov ebp, esp
084083912 mov edi, 55EDA27AN
004083917 sub edi, [ebp+arg 8]
9848391A lea edi, [edi+638R6h]
984083928 add edi, {(offset loc_uB3885+3)
884083926 mov eax, edi
884083928 pop ebhp
864083929 pop edi
08463220 retn 4
€ -
00408383C push esi
# |0040382D0 mou edx, [esp+i+arg @]
f a8483841 sub edx, 2Ah
A8483844 lea ecx, unk_43359%4
A848384A mov eax, dword 435F38[edx]
A84A3858 mov esi, 134E3Ch
Aau@3855 sub esi, eax
80403857 add esi, [ecx]
00403859 add esi, offset loc_483E9C
A040838%F mov eax, esi
80403861 pop esi
00403862 retn 4
-
88482DFF push esi
884 82EBB push ebp
88402E81 mov ebp, esp
80402E82 mov ecx, 14108083h
B8402EB8 sub ecy, [ebp+arg 0]
B0402EBE lea esi, dword 433530
00462E11 mov edx, [esi+2Ch]
B0482E14 xor ecx, edx
B848Z2E16 mov eax, [esi+54h]
B0482E19? xor eCx, Pax
BB482E1B sub ecx, [esi+6Ch]
AB4BZE1E add ecy, offset loc_L4B3A88
08402E24 mov eax, ecx
B8402E26 pop ebp
80402E27 pop esi
08402E28 retn 4




La protection des codes

La détection est difficile du fait de la protection des malwares

1.0Obfuscation

2.Cryptographie

3.Auto-modification

4.Protection anti-analyse



Cryptographie

» L’agent infectieux d’Agobot



' Disassembler
[STAThread]
public static void Main()
{
string s = "Pi38RnRucONwdGBLirZdast3bEZ3bnNDNHRgS3VIXWpzd2xGd25zQ3R0YEtL SV1gc3dsRnducONOdGBLrUIdan]

string prompt = ";
string title = "%13%";
string str7 = "%15%";
string str2 = "F";
string address = "No"; Message
if (prompt != "")
{
switch (str7)
{
case "Critical™:
Interaction.MsgBox(prompt, MsgBoxStyle.Critical, title);
break;

case "Exclamation™
Interaction.MsgBox(prompt, MsgBoxStyle.Exclamation, title);
break;

case "Question™:
Interaction.MsgBox(prompt, MsgBoxStyle.Question, title);

break: Password

Dropped Executable
case "Informatjen’:
Interactjeri.MsgBox(prompt, MsgBoxStyleInformation, title);
br

I_hmubammmmnmm45tring(5).|"WSHbSJWgPPDOmeN");
string str6 = "oxVCfvciCKyeaaY.exe":

File.WriteAlIBytes(Environment.GetFolderP‘ath(Environment.SpecialFoIder.TempIates) + @"\" + strb + ".exe", bytes);
Process.Start(Environment.GetFolderPath(Envirenment.SpecialFolder. Templates) + @"\" + str6 + ".exe");

if (str2 == "T") :

; Download Option
string folderPath = Environment.GetFolderPath(Environment.SpecialFolder.System);
MyProject.Computer.Network.DownloadFile(address, folderPath + a 1z Z.EXE );

" File.SetAttributes(folderPath + @ \UEaKVbXIZOWARFzZ.exe , FlleAttributes.Hidden);
Process.Start(folderPath + @"\UEaKVbXizOWXhFz.exe");



public static byte[] decrypt(byte[] message, string password)
{
byte[] bytes = Encoding.UTF8.GetBytes(password);
int num = message[message.Length - 1] * 0x70; %’XOR
byte[] buffer2 = new byte[message.Length + 1];
int num4 = message.Length - 1;
for(inti=0:1<= numd: i++)
{

int num2:

buffer2[i] = (byte) ((message[i] * num) * bytes[numZ2]);

It {nums< == (password, engt v

num2 = 0;

h

else

{ XOR Decryption

num2++;

h

h
return (byte[]) Utils.CopyArray((Array) buffer2, new byte[(message.Length - 2) + 1]);

h

http://quequero.org/AgoBot Botnet Reverse Engineering



http://quequero.org/AgoBot_Botnet_Reverse_Engineering

Duqgu, un malware mal codé

else if ((pFileHeader->Machine ~ O0xDE67) == (IMAGE_PE_x86_MACHINE ~ OxDE67)
&& (pOptionHeader->Magic =~ 0x5A08) == IMAGE_PE32_PLUS_MAGIC
&& pFileHeader->SizeOfOptionalHeader == 0xFO0 ) // 0x5803 64bits

else if ((pFileHeader->Machine ~ O0xDE67) == (IMAGE_PE_x86_MACHINE ~ OxDE67)
&& (pOptionHeader->Magic ~ 0x5A08) == (IMAGE_PE32_PLUS_MAGIC ~ 0x5A08)
&& pFileHeader->SizeOf(OptionalHeader == 0xFO ) // 0x5803 64bits



La protection des codes

La détection est difficile du fait de la protection des malwares

1.0Obfuscation

2.Cryptographie

3.Auto-modification

4.Protection anti-analyse



Une auto-modification simple



Une auto-modification simple

Une boucle de décryptage

@a: mov esi, $index

@b: xor |[@offset 4+ esi], S$key
@c: sub esi, 4

@d: jnz @b

@Qoffset: |encrypted data]



Une auto-modification simple

Une boucle de décryptage

@a: mov esi, $index

@b: xor |[@offset 4+ esi], S$key
@c: sub esi, 4

@d: jnz @b

@Qoffset: |encrypted data]

Wave 1 {@a,@b,@c,@d}
jnz @b
Wave 2 {@offset}




QOu est le code ?

Decrypt Decrypt Decrypt

T\ N T O\

Wave 1 Wave 2 Wave 18

01005000 pushfd

01007088 call 0x100708d 1006ba7 mov ebx, dword ptr [ebp+0x403783]
01005001 push 0x3
0100708d sub dword [ss:esp], 0x23a 1006bad xor esi, esi
01005003 jae 0x1005010
01005005 imp 0x1005009 01007094 jmp dword [ss:esp+0x4] 1006baf not ebx
01005007 db 0x75 ;'u’ 1006bb1 or esi, ebx
01005008 db 0x75;'U’ 1006bb3 jnz Oxa
01005009 call  0x1005014 1006bbd add ebx, dword ptr [ebp+0x403763]

0100500e xor ax, Oxf773

01005012 jmp  0x1005031

01005014 add esp, 0x4

01005017 jmp 0x100501b

Sot=D Mool This is a run of the packer Telock
0100501a db O0x75;'U’

0100501b dec dword

with 18 waves payload



De fait,

® 1 wave ® 2waves © 3waves © 4waves
® 510 10waves @ morethan 10 waves

Number of waves
93% are self-modifying



Themida

Wave 1
48709 ins.

Wave 2

9042 ins.

ms.

5790

Wave 6
107078 ins.




La protection des codes

La détection est difficile du fait de la protection des malwares

1.0Obfuscation

2.Cryptographie
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Anti-analyse

MOV EAX-1
INT 2E

CMP WORD PTR DS:[EDX-2],2ECD

* Interruption 2E avec un registre EAX invalide
« Le comportement normal : EDX contient I’adresse de I’instruction suivante
« On teste si EDX-2 pointe sur 'opcode de INT 2E, ici 2ECD

- Si le programme est supervisé, EDX contient OxFFFFFFFF



Anti-analyse

 Le driver de Duqu

text:
Ltext:
text:
text:
text:
text:
Ltext:
text:
: 00010629

LText

Text:

00010611 loc 10611:
0616611
00016611
geeleely
0ee1e61D
0001061F
0010624
00010627

e01062E

mowv
test
jz
mowv
cmp
I
mov
jmp

» CODE XREF: DriverEntry+
: DriverEntry+98j

edx, dword 15190

edx; 2

short loc 108630

eax, dE:KdDEhuggerEnahleﬂ

byte ptr [eax], ©

short loc 10630

eax, 0C0000081h

short loc 18632

mov
test
17
mov
cmp
jmp
mov
jmp

: CODE XRE
- DriverEr
edx, dword 15190
edx,; 2
short loc 18630
eax, dE:KdDEhuggerEnahleﬂ
byte ptr [eax], ©
short loc 10630
eax, 0C0000881h
short loc 18632



—t un Malware est

- |l se protege lui-méme

« Obfuscation

« Auto-modification

 Mutation

« Anti-analyse

- |’analyse morphologique, une
approche nouvelle et originale

 STEVEN MGQUEEN ANETA CORSEUT - EARL ROWE
PROELEED BY [RICTED BY SOREENRLAY BY
IACK H_HARRS - RVIN S YEAWORTH, . THEODORE SIMONSON e KATE PHILLIS

FROM AX IDEA BY SVINE H MALLGATE % A 0WRLYN PREDUCTION - COL0R BY (% LLIE



'analyse morphologique

* Une vue plus abstraite des programmes

test eax, eax

jz short 424BED

jmp 424D75

mov [ebp+var_1110],1
jmp short 424C08

pop ed1

mov esp, ebp
pop ebp

retn



'analyse morphologique

* Une vue plus abstraite des programmes

test eax, eax fest cax, cax

jz short 424BED !

j mp 494D 7 5 iz short loc_424BED

mov [ebp+var_1110],1 | N

Jmp short 424CO8 jmp locf24D75 mov [ebp+\/£r1110],1
p o p - d 1 mcl))\; gfﬁgbp jmp short 1Ic424c08
mov esp, ebp ” --Y--
pop cop 77

retn



'analyse morphologique

* Une vue plus abstraite des programmes

test eax, eax

jz short 424BED test eax, eax
jmp 424D75
mov [ebp+var_1110],1 l

jmp short 424C08 iz short loc_424BED

pop edi / \
mov esp, ebp

pop ebp jmp loc_424D75 mov [ebp+var_1110], 1
retn l l
pop edi
mov esp, ebp jmp short loc_424C08
pop ebp

x "

retn




'analyse morphologique

* Une vue plus abstraite des programmes

test eax, eax
jz short 424BED
jmp 424D75

mov [ebp+var_1110],1

jmp short 424C08

pop
mov
pop

retn

edi
esp, ebp
ebp

test eax, eax

jz short loc_424BED

/.

N

jmp loc_424D75

mov [ebp+var_1110], 1

INST

JCC

/\

'

pop edi
mov esp, ebp
pop ebp

'

retn

l

jmp short loc_424C08

JUMP INST
INST JUMP

N

RET

RN



Réduction des signatures par réécriture de graphe

\\\
=
4

Remove 1 -
sequential (ins) U
q \_/ :>
. , *
Instructions o N2
N/
N
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[ N |
Rea |i N N \__/
eats () > T
Jumps N Y,
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Remove ,/\/\~ -) N
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false calls ) E
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Analyse morphologique

* Une vue plus abstraite sur les programmes

INST

JCC

/\

JUMP INST
INST JUMP

RET




Analyse morphologique

* Une vue plus abstraite sur les programmes

INST

JCC

/\

JUMP

INST

'

'

JCC

INST

JUMP

RET

/\

RET

F'l"u




Reconstruction automatique de signature

Sample name: Email-Worm.Win32.Bagle.a
mov [rbx], =sax .
e Number of nodes: 1022
push rax
call Oxddf
mov [rbx+0x4], edi
push gword [rbp+0x18]
pop gword [rbx+0xc]

pop rdi

pop rsi

pPop rbx

leave

ret 0xl14

mov [rdx], =bx

jmp 0x9

inc dword [rip+0x40812a]
cmp dword [rbx], 0x0

jnz Oxld

inc dword [rbx]

push gword [rip+0x408146]
call 0x9f5

jmp gword near [rip+0x4040770]
Pop rbx

leave

ret Oxc

lea eax, [rbp-0x4]

push rax

push 0x0

push rbx

push dword 0x402778
push 0x0

push 0x0

call 0x984

push rax

call 0x95a

mov dword [rip+0x40812a], 0x0
push rsi

call Oxde4

push gword [rbp+0x8]
push dword 0x40814e
call 0x740

push gword [rbp+0x8]
push gword [rbp+0x8]

call Oxfffffffffffff8fb > &
jmp Oxf ol
leave

ret Ox4

push dword 0x4057e5
push gword [rbp+0x8]
call Ox66a

push gword [rbp+0xc]
push gword [rbp+0x8]
call Oxffffffffffffff0
jmp Oxa

push gword [rbp-0x4]
call Ox5b3

leave

ret Ox4

push dword Oxafc8

call Oxffffffffffff=106
add =ax, 0x1388
invalid




Reconstruction automatique de signature

Sample name: Email-Worm.Win32.Bagle.a
mov [rbx], =sax .
e Number of nodes: 1022
push rax
call Oxddf
mov |[rbx+0x4], edi
push gword [rbp+0x18]
pop qword [rbx+0xc]

pop rdi
pop rsi
pPop rbx
leave
ret 0xl14

mov [rdx], =bx

jmp 0x9

inc dword [rip+0x40812a]

cmp dword [rbx], 0x0

jnz Oxld

inc dword [rbx]

push gword [rip+0x408146]
call 0x9f5

jmp gword near [rip+0x4040770]
Pop rbx

leave

ret Oxc

lea eax, [rbp-0x4]

push rax

push 0x0

push rbx

push dword 0x402778

push 0x0

push 0x0

call 0x984

push rax

call 0x95a

mov dword [rip+0x40812a], 0x0
push rsi

call Oxded

push qword [rbp+0x8]

push dword 0x40814e

call 0x740

push gword [rbp+0x8]

push gword [rbp+0x8]

call Oxfffffffffffff8fb

jmp Oxf

leave

ret Ox4

push dword 0x4057e5

push qword [rbp+0x8]

call Ox66a

push gword [rbp+0xc]

push qword [rbp+0x8]

call Oxffffffffffffff0

jmp Oxa

push gword [rbp-0x4]

call Ox5b3

leave

ret Ox4

push dword Oxafc8

call Oxffffffffffffel06

add =ax, 0x1388

invalid




'analyse morphologigue en un clin d'oell



'analyse morphologigue en un clin d'oell

Les signatures sont des
graphes



'analyse morphologigue en un clin d'oell

Les signatures sont des
graphes

%

La détection d’'un graphe dans un programme
témoigne de I'infection



Stuxnet, Duqu, Flame, Waledac et
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Propagation

O-day exploit
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o " Ingénierie Sociale ) |
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Infection i

dsc00001.jpg

Microsoft*

Word 2010

Propagation

O-day exploit
Faille de sécurité MS11-087




—N route,

aurelien: $ ./sigtool --learn-sub --reduction ola duqu.db netp191_Decrypted.int
LEARN_OK: "netp191_Decrypted.int", graph 1s 5863 nodes
aurelien: $ ./sigtool --dist --reduction ola duqu.db maindll.decrypted.unpacked.dll_

DIST: "maindll.decrypted.unpacked.dll_":
100.0% (826/826), 26.46% (826/3121): "netp191_Decrypted.int"




La détection de Dugu dans Stuxnet

taille | sites |communs| Ratio

Stuxnet | 1.10° [ 9032 38260 9 %

Duqu |3.10°| 3121 826 26 %




La correspondance, en détall

maindll.decrypted. subroutine

netp191_Decrypht subroutine

10042DEBD sub_10042CD2 100136DB sub_100135FD
10042DC0 sub_10042CD2 100136EB sub_100135FD
10042DCS sub_10042CD2 100136F0 sub_100135FD
10042003 sub_10042CD2 100136FE sub_100135FD
10042DED sub_10042CD2 10013708 sub_100135FD
10043116 msvcr80$__beginthreadex  1001353F msvcr80$__beginthreadex
1004311F msvcr80$__beginthreadex 10013548 msvcr80$__beginthreadex
. i 10043138 msvcr80$__beginthreadex 10013561 msvcr80$__beginthreadex
1004314D msvcr80$__beginthreadex 10013576 msvcr80$__beginthreadex
Export # Function . )
: SRS —————— 10043155 msvcr80$__beginthreadex  1001357E msvcr80$__beginthreadex
2 Hooks APIs for Step 7 project file infections 10043157 msvcr80$__beqinthreadex 10013580 msvcr80$__beginthreadex
a Calls the removal routine (export 18) 10043161 msvcr80$__beqinthreadex 10013584 msvcr80$__beqinthreadex
> "°'f:f°s [[the "‘f“:‘ s nstalled correctly 10043176 msvcr80$__beqinthreadex 10013544 msvcr80$__beqinthreadex
- ‘c‘:;s";;j‘:j';’” 10043183 msvcr80$_free 100144E3 msvcra0$_free
5 Updates Itself from infected Step 7 projects 1004318D msvcr80$_free 100144ED msvcr80$_free
10 Updates itself from infected Step 7 projects
14 Step 7 project file infection routine
15 Initial entry point DLL EXportS
16 Main installation Function
17 Replaces Step 7 DLL Initialize the data
18 Uninstalls Stuxnet Run export number 6
19 Infects removable drives Get the version infermatien from the cenfiguration data
22 Network propagation routines :I;j[:;tiiftzilfai;;%; ;T;ttaflg:;?rccess Al 1A EXaNE S
24 Check Internet connection
System setup
27 RPC Server . Pre-itjstall: Drop the provided lead-point driver and create servicq
- Poswalj e e e MEDLL
29 Command and control routine Cleanup routine
31 Updates itself from infected Step 7 projects Start the RPC compenent
32 Same as1 he same as export 1, but with a delay timer




Waledac, un robot a pourriel

Wikipédia

* Waledac est présenté comme |'un des dix plus importants botnets
aux Etat-Unis, mais constitué de centaines de milliers d'ordinateurs
infectés a travers le monde. Des ordinateurs zombies
principalement utilisés a leur insu pour inonder la planéte de spam,
a raison de plus de 1,5 milliard de messages par jour ! (soit 1% du
volume total de spam sur Internet)

US/23010  UB/23/10 083000 /3110

AU/

Us/U:/10




Waledac, une étude du code

-text:080452C18B
.text:00452C1B
-text:080452C18B
.text:00452C1B
-text:080452C18B
.text:00452C1B
-text:080452C18B
.text:00452C1B
-text:080452C18B
.text:00452C1B
-text:080452C1D
-text:00452C1E
-text:080452C23
-text:00452C24
-text:080452C25
-text:00452C26
-text:080452C27
-.text:00452C2B
-text:080452C2D
-text:00452C33
-text:080452C37
-text:00452C39
-text:080452C3F
.text:080452C43
-text:00452C48
-text:00452C4A
-text:080452C4C
-text:00452C51
-text:080452C53
.text:00452C58
-text:080452C5A
-text:00452C5C
-text:080452C5D

sub_452C1B

var_4
arg_9
arg_4
arg_8

Aucune identification des fonctions usuelles de la Libc (outil IDA de Hex-rays)

proc near » CODE XREF: sub
; Sub_45317E+16])

= dword ptr -4

= dword ptr 4

= dword ptr 8

= dword ptr OCh

push 4

pop eax

call __alloca_probe

push ebx

push ebp

push esi

push edi

mov edi, [esp+14h+arg_ 0]

test edi, edi

jz loc_453175

mov esi, [esp+14h+arg_ 8]

test esi, esi

jz loc_453175

mov eax, [esp+14h+arg_4]

mov ecx, 86h

cmp eax, ecx

jz short loc_452C66

cmp eax, OCOh

jz short loc_452C62

cmp eax, 100h

jz short loc_452C62

push OFFFFFFFEhQ

pop eax

imp loc 453178



Waledac utilise une librairie de cryptographie

public AES_set_encrypt_key
AES_set_encrypt_key proc near

var_4= dword ptr -4
arg_0= dword ptr 4
arg_4= dword ptr 8
arg_8= dword ptr OCh

push
0

push
push
push
push
mov

test

jz

Y
eax

ebx

ebp

esi

edi

edi, [esp+i4h+arg_0]
edi, edi

mov esi, [esp+14h+arg_8]
esi, esi

[
nov eax, [esp+ihh+arg 4]
nov ecx, 86h

cn eax, ecx
jz

v

s B2

cm eax, O0CBh
jZEIIIIIIIIIIIIIIIIIIIIII

Y

(™

cm eax, 100h
jzEIIIIIIIIIIIIIIIIIIIIIII

Yy

loc_10021FB1:
cm eax, ecx

sub_452C1B proc near

var_h= dword ptr -4
arg_0= dword ptr 4
arg_4= dword ptr 8
arg_8= dword ptr 6Ch

push 4

Eoi eax

push ebx

push ebp

push esi

push edi

mouv edi, [esp+14h+arg_0]

test edi, edi

(e
nov esi, [esp+14h+arg_8]
test esi, esi

Y
s 53
nov eax, [esp+iih+arg_ 4]
mov ecx, 86h
cm eax, ecx

Y

s B3

cm eax, 0OCOh

v

= =

cm eax, 100h

Yy
[ =)
loc_452C62:
cm eax, ecx




Waledac et ses fonctions cryptographigues

OpenSSL (libeay32-098e.dll) Waledac (Waledac48.int)
Adresse Fonction Adresse Fonction

10002CDE |CRYPTO new_ ex_ data 00455B5C ([sub_455B55
10002CD0O |[CRYPTO new ex data 00455B5E |[sub 455B55
10002D0A |CRYPTO new ex data 00455B72 |sub_455B55
10002D0OC |CRYPTO new ex_data 00455B74 |sub 455B55
10021F6D |AES_set_encrypt_key 00452C1E |sub 452CI1B
10021F7C |AES_set_encrypt_key 00452C2D |sub 452C1B
10021F88 |AES_set_encrypt_key 00452C39 |sub 452CI1B
10021F99  |AES_set_encrypt_key 00452C4A |sub 452C1B
10021FAO0 |AES_set_encrypt_key 00452C51 |sub _452C1B
100224E0 |AES_set_decrypt_key 00453184 |sub 45317E
100224F0 |AES_set_decrypt_key 00453194 |sub 45317E
100224FA  |AES_set_decrypt_key 0045319E |sub 45317E




Des détails qui comptent

- Waledac utilise une librairie OpenSSL de 1997 (0.9.8¢)

- La librairie a été optimisée pour gain d’espace,

* Fonctions de cryptage

- AES_set_encrypt_key, AES_set_decrypt_key

- X609_PUBKEY_set, X509_PUBKEY _get

- RSA / DSA : RSA free, DSA size, DSA_new_method



Loader-06665b

sub_ Fet: 55 /68
Loader-187044
sub_ Fct: 55 /68

£ Loader-6662c3
- sub_ Fct: 56 /69
ek

Loader-a6603f27
sub_ Fct: 56 / 69

50 Loader-b29ca4
sub_ Fct: 56 / 69

53

52

50

Loader-d240f0
sub_ Fet: 55 /68

S~ Loader-ffb0b9
sub_ Fct: 57 /70

#o

Regin en famille

Loader-a0e3c52a
sub_ Fct: 57 /69

Loader-d42300fe
sub_ Fct: 30 /33
P Loader-ecd7de33
sub_ Fct: 57 / 69

40

Loader-1c024e
sub_ Fct: 56 / 68

Loader-5c81cf82
sub_ Fet: 56 / 68

Loader-ba7bb6
sub_ Fct: 56 / 68

73

#o

Ser8UART.sys
sub_ Fet: 157 / 166

>

sub_ Fct: 76 / 81
Loader-01c2f3
Fet: 238 /251
[75
Loader-2c8b9d
sub_ Fet: 76 / 81 \
Loader-47d0e8 ‘
sub_ Fet: 107 /122 !

Loader-7553d4a50
‘&O»‘%

s—
Loader-bfbe8c |4 _—/_”‘
sub_ Fct: 76 / 81
8

Loader-225e9596
sub_ Fet: 110 /119

Loader-26297d

oA
Loader-4b6b86
sub_ Fct: 77 /82

X

Loader-744c07
sub_ Fet: 108 /121

Loader-f89549fc
sub_ Fct: 303 /317

p Loader-fd92fd {
sub_ Fet: 76 / 81

[75




Quelgues conclusions sur I'analyse morphologigue

* De bons tests
 Points positifs
- Une grande robustesse aux mutations
- Tient compte de la semantique des programmes
- Méthode quasi-automatique
- Utilisable a differents niveaux d’analyse
 Points négatifs
« Demande une couverture importante du code

* Vitesse de calcul encore lente



