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Protection of the intellectual property
of the fabless designers

why ?
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Semiconductor market

© Market increase

+ 45% from 2009 to 2015 (336 billion of US S)

© SoC manufacturing cost rise

SoC complexity increase (add value increase)
+40% from 32nm (92 M€)=> to 28nm (130 M£)
Reduction => 30% with 450mm wafer [ITRS 2011]

©® Manufacturing changes

Outsourcing of the manufacture and the design
(mainly in Asia)
Fabless semiconductor companies increase

© Characteristics of counterfeiting targets

High add-value products

Rapid functional obsolescence

Long design time

Cheap ways to design counterfeiting
Limited risks to the counterfeiter

Taiwan Semiconductor Manufacturing Co., Ltd.

Tech. Transistors Manufacturing
costs

130 nm 9 millions 9 millions €
90 nm 16 millions 18 millions €
65 nm 30 millions 46 millions €

Rapport Saunier, 2008

% Fabless Semiconductor Companies
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Threat model during manufacturing, supply chain and use life

-g-.__l,'__,{_.;:__. ] - Device _ WDGWCE ( Broker / Stockist
gab_less m! W sess Fab Wafer test Device test >
esigner I“I !I Device (not trusted)
1 B =
IC Netlist Legal Fab (not trusted)

Distribution

Device

Use life .
End-of-life
device
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Threat model during manufacturing, supply chain and use life

\ Illegal device copy/clone

lllegal Fab J 'y X
n \ \
Netlist / IP / R A 1
theft , . /r \\\\\\ | “’\ \\
/ V2 \\\\, ' \' Discarded
Mask 3 " i devi \
| / Overbulding / Untested | evice
theft, chip Device theft _, (scrapheap) |
4

\/

i Device
Fabless Deviee

: Device test
Designer

\/

Bond
&
Package Device

Legal Fab (not trusted)

IC Netlist

Broker / Stockist

(not trusted)

Old-fashioned

device
Compeftitor’s
Device lllegal Fab Relabeled /
Distribution Repakaging repakaged
Relabeling f‘?j's'f.yed
( Competitor designer + Fab . : deviee
. . Reverse Engeenering Device Like-new device
© Reverse engineering
rst_i st d . lllegal Fab
Use life — | Refurbishing
End-of-life \ /

Q“:lk

]

Source: http://siliconzoo.org

device

Chip salvaging / refurbishing
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Definition

B) Same Chip, other package and other label
(chip theft, repackaging)

\‘ (
\ /| e
VWO d
N\ (
)
|

C) Same chip and package, other label
(IC theft, relabeling)

A) Orignial chip, package and label

Chip.._ /ﬁwlll

Package-

_ D) Used chip, refurbisched package and label
~~~~~~~~~~ =\ ‘ (Chip solvaging)

)
)

E) Other chip, same package and label
(IC counterfeiting)
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Example of counterfeiting flash memory

e LU L LR LT TE TR TRA TR
U T TTTTTARE
AT T

Counterfeit Toshiba Part Toshiba 56nm 16Gb MLC NAND Samsung 65nm 4Gb MLC NAND
Package Marking Flash Part Package Marking Flash Part Package Marking
TC58NVGA4D1DTGOO TC58NVG4D1DTGO0 K9G4G08UOA

Counterfeit Toshiba Part Toshiba 56nm 16GH MLC NAND Samsung 65nm 4Gb MLC NAND
Die Markings Flash Part Die Markings Flash Die Markings

One counterfeit device (left) had Toshiba markings but a Samsung die inside. You
can see the actual Toshiba device markings on the second device. The Samsung
die can be seen in the third image.

Source : EE Times, August 2007
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Real

intgle

pentiume

57 ThA7294
183MY815
SINGAPORE

pEpPpPEPEFEReS

More examples
Fake

intgl.

pentium™

1 ZNAX LA
93148
«MAX873AEPA

Counterfeit - reclaimed and re-labeled. (sourced in Asia)




— LR CHRS : 5516 + SAINT-ETIENNE

Counterfeiting in figures

©® In 2008, the EU’s external border control secured
178 million of counterfeit items

\
1«0\\;&\% — Watch, leather goods, article of luxury, clothing,
P pharmaceuticals, tabacco, electronics products

© Estimation of counterfeiting of the word
semiconductor market is between 7% and 10% [1]

— Financial loss of 23,5 billion S in 2015 for the word
market

©® From 2007 to 2010, the number of seizures of
electronic devices counterfeiting of the US
customs was 5.6 million [2]

— Numerous counterfeiting of military-grade device
and aerospace device [3,4]

I

Counterfeit

E Sanisk &

[1] M. Pecht, S. Tiku. Bogus! Electronic manufacturing and consumers confront a rising tide of counterfeit electronics. IEEE Spectrum,

May 2006
[2] AGMA, Alliance for Gray Markets and Counterfeit Adatement, http://www.agmaglobal.org

[3] S. Maynard. Trusted Foundry — Be Safe. Be Sure. Be Trusted Trusted Manufacturing of Integrated Circuits for the Department of

Defenses. NDIA Manufacturing Division Meeting, October 2010
www.trustedfoundryprogram.or
[4] C. Gorman. Counterfeit Chips on the Rise. IEEE Spectrum, June 2012
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Amazing stories

©® Fake NEC compagny ©® VisonTech (USA)
— 2006 [1,2] —
— 50 counterfeit products (NEC or not)

e Home entertainment systems, MP3 -
players, batteries, microphones, DVD
players, computer peripheries ...

[1] Next Step for Counterfeiters: Faking the Whole Compagny, New York Times, May 2006
http://www.nytimes.com/2006/05/01/technology/O1pirate.html?pagewanted=all

[2] Fake NEC compagny, says report, EE Times, April 2006 http://www.eetimes.com/electronics-
news/4060352/Fake-NEC-company-found-says-report

[3] http://eetimes.com/electronics-news/4229964/Chip-counterfeiting-case-exposes-defense-
supply-chain-flaw

From 2006 to 2010, VisonTech sell more than
60 000 counterfeit integrated circuits [3]

VisionTech customers: US Navy, Raytheon
Missile System ...

Advanced Micro Devices $34,900.00
Altera $7,611.00
Analog Devices $75,580.66
Cypress Semiconductor $33,446.00
Freescale $40,021.00
Infineon Technologies $10,036.00
Intel $100,889.50
Intersil $1,857.30
Linear Technology $32,018.75
Maxim $1,596.34
Mitel $2,645.93
National Semiconductor $5,943.80
NEC $24,842.07
Peregrine Semiconductor $2,640.00
Philips Electronics $1,639.50
Renesas $2,400.00
Samsung Electronics America  $77,165.00
STMicroelectronics $18,619.21
Texas Instruments $92,899.58
Toshiba $2,424.00
Xilinx $22,235.76
Total $591,411.40

1(
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The rise of electronic device counteirfetings

© Target and evolution
— From US statistical studies [1-2]

1500

Analog devices (29% wireless)

1200

~~~~~~~~~~~~~ Micro-processors (85% computer)
0, L ) i e N Am I

~~~~~~~~~~~~ Memory (53% computer)

600 .3% gl Programmable Logic (30 % industry)

Bl Transistors (25% consumers)

............ Others
L P A e e B R e B

2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011

[1] C. Gorman. Counterfeit Chips on the Rise. IEEE Spectrum, June 2012

[2] IHS-ERAI http://www.ihs.com/info/sc/a/combating-counterfeits/index.aspx

11
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Consequences of electronic products counterfeiting

Economic damage
— For legal provider: money losses
— For purchaser: diagnostic/repairs

Social damage
— Employment losses
Customer dissatisfaction

Reliability decrease

Security not guarantee

— Potential malware insertion (hardware trojan)

Environmental pollution

— Non-compliance with legal standards

-

13
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CURRENT INDUSTRIAL SOLUTIONS 1/2

Counterfeiting physical detection

14
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Counterfeiting physical detection

©® Industrial means of detection
— Marking permanency testing, visual inspection
. 2 Surface
Marking technique textie D

(e.g., laser, ink) i e

23111y

3 § £28725P -
; = o JB7141 = -~ Marking permanency
: ti Font size and spel]iﬁg j K02
. a 1) Date code

Before After Fake Atmel Fake Motorola e

Leads
— X-ray inspection

WEERUE 1A

--oc-.it.i..--oo

mmumm

Unpackaging and high resolution optical inspection (reverse-engineering)

|1|||“" i
|"4u i

Ifh | “.u
H!#WW!FJAW!IHJ“‘L T M il
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More information on counterfeit parts detection [TGF2015]

© Springer, 2015 — University of Connecticut, USA

Mark (Mohammad) Tehranipoor
Ujjwal Guin

i Forte

Counterfeit

[Integrated
Circuits

Detection and Avoidance

16



i=| LABORATOIRE
2/ HUBERT CURIEN

— LR CHRS : 5516 + SAINT-ETIENNE

Taxonomy of defects in counterfeit components [TGF2015]

Defects
| | |
Physical Electrical
| |
| | | |
Exterior Interior — Parametric Manufacturing
| | |
| | | | | | B |
Packaging/ Le(::g;:ldlslBaIIsf Package — Bond Wires — Die — Process — Material — Package
Sh|pp| ng olumns
] D45: Transistor . D56: Fine .
D19: Invalid - Missi Missing Di iati D52: Missing (> De0: Surface
D1: Invali —» D9: Dents > Lot/Date/ Rt lissing | D39: Missing Die Vin Variation L » Contact o Cracks > Passivation and
| 5 D1: Invalid Country Code . Windows Corrosion
Lot Code |y D10: Re-tinned D35: Poor —» D40: Wrong Die | — D46: TDDB D57: Crystal
D2: Invalid OCM/ ’ |, D20: Sanding / ™ Connection D41: D47: Resistive %SISGMlsallgned Imperfection 861: (élorg.tact
» OEM Shipping D11: Incorrect Grinding Marks | Delamination > Open / Short ndow D58: Surface egradation
Labels Dimensions D36: Broken D54: Oxide ™ Impurities
l» D21: Markings Wires E?;ékgmss Das: (L)ut;(of— > Break-down |-» D62: Seal Leaks
D3: Invalid OCM/| _ D12: Wrong ) D37: Poor/ A Sl D59: Improper
™ OEM Packaging 1 Materials Eﬂ%?&iﬁugned |y Inconsistent D43: Improper D55: Parasitic  L» Materials |» D&3: Electromigration
) ¢ Lead Dress Die Markings D49: Qut-of- — Transistors Siggéiﬁigoé'ﬁ?'
![3)4' N? EE&[})D D13: D23:Ghost D38: Doubl D44: Die D , [~ spec. Transient . D64: Mechanical
ags.tor > Contamination ™ Markings Ly pro: Jouble : Jle Uamage, urrent | » Interfaces:
Sensitive Wire Bonds L» Extraneous | lic Growth
Devices D14: Oxidation/ D24: Col Markings > [T)w: Ingorfr_?ct riemetalie Grout
: Oxidatio : Color emp. Profile
D5: Missing/ Corrosion Variations/Fade P D65: Mechanical
~ Egrpgeen?\rork D15: Col D25: Improper —> D51: Delay Defects intertaces: Fatigue
: Color z
) Variations Textures
861: Mé‘(')" le D26: Extraneous
|» Date es D16: Toolin W)
within a Lot Marks 208 P Markings
- D17: D27: Dirty Cavities
D7: Part i kg
B O.rir?m?:,tior;( B m:ggil:]%ngg‘ilsf Dos: | act
within Packagin : Incorn
99| Columns Dimensions/ Weight
D8&: Missin . . )
Ly incorrect MSD D18: Distorted/ D29: High Fine/Gross
; L» Non-uniform Leak (Hermetic
Indicators Balls/Columns ( )
D30: Package Mold
Variations
» D31: Corrosion
e D32: Contamination
D33: Package

Damage

17
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L, Low Power Visual

L+ X-Ray Imaging
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Taxonomy of counterfeit detection methods [TGF2015]

Physical Inspections

Incoming
Inspection [ EXterlor Tests

i *Blacktop Testing
Inspection

Microblast
Analysis

Package Confg.
> and dimension
Analysis

Hermeticity
Testing

Scanning Acoustic
Microscopy (SAM)

Scanning Electron
Microscopy (SEM)

I
— Interlor Tests

Optical
s .
Inspection

> Wire Pull

Die Shear
> (Hermetic
Devices)

= Ball Shear

N Scanning Acoustic
Microscopy (SAM)

L, Scanning Electron

Microscopy (SEM)

|
—Materlal Analysis

X-Ray
i Fluorescence
(XRF)

Fourier Transform
> Infrared Spec.
(FTIR)

lon

= Chromatography

(10)

, Raman
Spectroscopy

Energy Dispersive
> Spectroscopy
(EDS)

Electrical Inspections
|

I
Parametrlc Tests

Burn-In
Functlonal Tests Tests
|

’—I—| I
—  DpC —  AC Functlon
Verlflcatlon

Contact . Propagation

Test Delay Test

Power | gqt Up/ Hold
= Consumption—__.

Time Test
Test
L, Access Time
s _ll__eai(age Test
s Rise / Fall Time

L, Qutput Short ~ Test

Current Test
_’Output Drive

Current Test
> Threshold Test

Memory Microprocessor

MARCH
Test

Functional Frax
Analysis

Structural
Tests

Stuck-at Fault
s
Test

Transition Delay
Fault Test

L, Path Delay
Fault Test

18
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CURRENT INDUSTRIAL SOLUTIONS 2/2

Protection against the reverse engineering

19



i=| LABORATOIRE
2/ HUBERT CURIEN

Circuit Camouflaging 1/2

© Definition: set of means to physically hide details of a system from an
optical inspection (which could use image processing techniques) without
any modification of the system behavior

Vi

J. Rajendran, M. Sam, O. Sinanoglu, R. Karri.
Security analysis of integrated circuit
camouflaging. ACM Conference on Computer &
Communications Security, pp. 709 — 720, 2013.

20
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Circuit Camouflaging 2/2

©® Technology from SypherMedia International
http://www.smi.tv/solutions.htm

Figure 1. Conventional Figure 2: SML Z-input Figure 3- SML Z-input NAND and
2 input NOR Gate NAND and NOR Gates NOR Gates without Metal

SyperMedia Library — Circuit Camouflage

Technology. SMI Data Sheet, 2012.

21
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HARDWARE SOLUTION : SALWARE

what ?

22
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Salutary hardware to design trusted IC

©® SALWARE definition

Salutary hardware (SALWARE) is a (small piece of) hardware system,
hardly detectable (from the attacker point of view), hardly
circumvented (from the attacker point of view), inserted in an
integrated circuit or an IP, used to provide intellectual property
information and/or to remotely activate the integrated circuit or IP
after manufacture and/or during use.

23
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ACTIVE SALWARE

protection

24
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IC Activation (locking/unlocking)

©® (remote) activation after manufacturing (during life?)
— Stolen devices or clones are not exploitable
— Need cryptographic protocol to secure the activation scheme

— Many solutions

w llegal device copy/clone of locked device nexploitable
P lllegal Fab >

g device
I / A
Netlist/IP / W
theft s T \\\\ |
VA
Remote IC / PR ¢ /

activation , ':Ahazlt( d Overl:]qlding / thésted ‘ (sccrjaevLC:a ) \l
system / chip / Device theft / pheap

Locked
device

Locked
device

Locked
chip

Post-fab
IC activation

Legal Fab (not trusted)

Unlocked
{ Autorized trusted v device

«¥» activator |

Distribution
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inputs

UC

Logic encryption

outputs

20
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inputs

Logic encryption

outputs

27
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Logic encryption

inputs

outputs

LOGIC 2

13 “Ter )2)— 02
G6

J. Rajendran, Y. Pino, O. Sinanoglu, R. Karri. Logic Encryption: A

Fault Analysis Perspective. DATE 2012

28
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Logic locking

B. Colombier, L. Bossuet, D. Hely. Reversible Denial-of-Service by
Locking Gates Insertion for IP Cores Design Protection. ISVLSI 2015.
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Graphe analysis

©® Benchmark ISCAS’85
— 9-bit ALU
— 2362 nodes
— 178 inputs
— 123 outputs

B. Colombier, L. Bossuet, D. Hely. Reversible Denial-of-Service by

Locking Gates Insertion for IP Cores Design Protection. ISVLSI 2015.

30
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Graphe analysis

©® Benchmark ISCAS’85 '
— 9-bit ALU
— 2362 nodes
— 178 inputs
— 123 outputs

B. Colombier, L. Bossuet, D. Hely. Reversible Denial-of-Service by

Locking Gates Insertion for IP Cores Design Protection. ISVLSI 2015.

31
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Comparison with logic “encryption”

©® Areaoverhead =3%

£ o T '
v _ I Surcclﬁtmoyenl
— 20 netlists from ITC'99 benchmark :§j I ¢ o«
N . ﬁ . @ :
. From 1K a 225K |Oglc gates gg,.. .......... @ a ......... @ “ ..... .!. ...................... ‘ ' 2.9
ol @ QO
e e
a0 . L 1
10° 10* 10°
#portes logiques
© Analysis delay
— Rajendran et al. Use faults propagation
analysis
. A A Verrouillage fonctionnel
—_ Our methOd IS Scalable U AB000 @ pasé sur I'analyse de graphes ||
2 A Masquage de la logique
% mqoo- ........................ utilisant 'analyse de fautes
T SR S — S S—

10* 10* 10°
#portes logiques

B. Colombier, L. Bossuet, D. Hely. Reversible Denial-of-Service by J. Rajendran, Y. Pino, O. Sinanoglu, R. Karri. Logic Encryption: A
Locking Gates Insertion for IP Cores Design Protection. ISVLSI 2015. Fault Analysis Perspective. DATE 2012
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A formal foundation for logic protection schemes

©® Logic encryption © Logic obfuscation

— Formally : encryption of the Boolean — Develop and obscure

function output A %
k B¢ f

k (stored)
' |

/7 . P
| Fmerptedlogical circuit (a) Original Boolean function implementation

A Original logical circuit f 9 A B C
R S N A T e
. / VY
)
’ . . )
© Logic masking
ko ki
A e f’),
B — C-— ) > >
) o) > > ~
©® Logic locking _ ) > ) >
ko_ >
41 D e
B c Sl
_ >
)
B. Colombier, L. Bossuet, D. Hely. From Secured Logic to IP )
Protection. Microprocessors and Microsystems, Embedded
Hardware Design, Elsevier, to be published soon. (¢) Boolean function implementation after a second step of logical obfuscation

33
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FSM obfuscation

inputs

Power-up
state

Y. A. Alkabani, F. Koushanfar. Active Hardware Metering for

Intellectual Property Protection Scheme. USENIX 2007

FSM obfuscation

Only one key for a set of devices!!!!

34
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FSM obfuscation

[  ObfuscatedMode !  Normal Mode
| (Incorrect function) / (Correct function)
|

|

———
- -

s s s

inputs s (35—\
Start | /
I i 8
I Y5, "7
| s e
\ Enabling Key: {PO, P1, P2}
S S N Y A N W S S S S S T —— -

Modified State Transition Function

R. S. Chakrabotry, S. Bhunia. Security Through Obscurity: An Approach for

Protecting Register Transfert Level Hardware IP. In Proceedings of HOST 2009

FSM obfuscation

35
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©® FSM

inputs

FSM obfuscation

obfuscation — output register encryption
Dedicated Key per device
Needs an device identification (PUF)

outputs

J. Rajendran, Y. Pino, O. Sinanoglu, R. Karri. Logic Encryption: A

Fault Analysis Perspective. DATE 2012

J. Bringer, H. Chabanne, T. Icart. On Physical Obfuscation of
cryptographic Algorithims. INDOCRYPT 2009

Y. Alkabani, F. Koushanfar, M. Potkonjak. Remote Activation of Ics for
Piracy Prevention and Digital Right Managment. ICCAD 2007

36
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Design obfuscation

© Obfuscation by using reconfigurable area

— Countermeasure to reverse-engineering

— “High-information” parts have to be included in the reconfigurable area
e Control Unit
e Processor instruction decoder

— Need encryption of the bitstream
e Anti-cloning
* One bitsream (encrypted) by device (one secret key by device)

Integrated Circuit

ALIA AlAl]
vy vYvy
I | [ O || O[O O O || |||
FIE T EE 0. e TliE
‘~eco :
Bitstreem _ |\ . ___________ CNEINETY. s I
(Config. File) } >l m {[[ [ 11T mllm

B. Liu, and B. Wang. Embedded Reconfigurable Logic for ASIC Design Obfuscation Against Supply
Chain Attacks. DATE 2014

37
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7 LEEEY security of FPGA bitstream (SRAM and FLASH)

©® Encryption of the FPGA bistream
— Threats: probing / cloning / reverse-engineering / replay /denial

— Solutions: partial and dynamic reconfiguration [1]-[2], embedded cipher with hash
function [3], remote update protection [4], anti-replay [5], disposable config. [6] ...

r

FPGA

Bitstream
memory FPGA KEY

Encrypted Bitsream

>

Configuration

[1] L. Bossuet, G.Gogniat and W. Burleson. Dynamically Configurable Security for SRAM FPGA Bitstreams.
RAW, IPDPS 2004

[2] A.S. Zeineddini, and K.Gaj. Secure partial reconfiguration of FPGAs. FPT 2005.

[3] Y. Hori, A. Satoh, H.Sakane, and K. Toda. Bitstream encryption and authentication with AES-GCM in
dynamically reconfigurable systems. FPL 2008

[4] S. Drimer and M. G. Kuhn. A Protocol for Secure Remote Updates of FPGA Configurations. ARC 2009.

[5] F. Devic, B. Badrignans, and L. Torres. Secure Protocol Implementation for Remote Bitstream Update
Preventing Replay Attacks on FPGAs. FPL 2010.

[6] L. Bossuet, V. Fischer, L. Gaspar, L. Torres, G. Gogniat. Disposable Configuration of Remotely
Reconfigurable Systems. Microprocessors and Microsystems, Embedded Hardware Design, Elsevier, 2015.
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I0B locking

® Using antifuse I e
— Strong permanent lock "1y Taptp
— e-fuse for test - ‘ g W“J—
— Hard to program without the key E r e -
— One key par IC family el ILVL,M, =
_ Dedicated to ASIC g
— Need an external programmer recarpogee ) J@ ey

device
— Only one final bit for the g device :
E Designed in power "I | | '
" ” bal logi =128 bit input sequence-~|| | |
program enable lencelosle 2
=
+ .. ,
v h 4 . i
Comparison Circuitry H
|— 1
l Non-Volatile  [PR M+ l CE t Tenatle,
™ Memory (Key) DT . Eoniolies ‘PE (to AF
s¢ 7,0 i lock
A P
DI Read Witte| Atdress [ Enable count
o Power / To on die chip power
Lock-Unlock circuitry signals Vdd, Vss, module to
(single biticycle) Vpp inputs  enable VH and VL

Z. Liu, Y. Li, R. Geiger, and D. Chen. Active Defense against Counterfeiting Attacks through Robust
Aantifuse-based On-Chip-Lock. VLS| Test Symposium 2014
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Locking of a System-on-Chip

©® Whatitis possible to lock in a SoC?

Control unit : FSM outputs masking/ FSM state registers masking / microprocessor obfuscation
Treatment unit: Logic masking/locking/obfuscation

Internal communication: bus encryption / Cross Bar routing masking/ NoC locking/encryption
Memory: DMA and bus encryption (bus @ / bus data), data encryption,

Configuration (eFPGA / multi-mode-IP): bitstream encryption

IOB: locking

Analog parts calibration (performance downgrading): ex. PLL, DAC, ADC ...

’---------------------------------‘

i o S s s

ARM Hutt Port Ethernst MAC Ethernat MAC

DSP II Mamory IllmmrgI Inurrq:t II DMA I

b ---!--ra\-°|°"-'j°'2-E“i‘_i“'.:““.”f“:u:r__".i_";ﬂ-

, -_— LN 4
I Convolutional I
& 32-bit l Decoder

Timears Engine

Reconfigurable
e Interface
I (150kGates)

) S g -

\----------

- Source STMicroelectronics — STW22000 microcontroller
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Active Salware Design

©® Strong security
— Use cryptographic functions to obtain the usual crypto services
e Confidentially, integrity, authentication
— Use protected hardware implementation
* Protection against side-channel analysis and fault injection (trusted zone)
— One activation key per device
e Use device identification (PUF, NVM)
— Many bits for activation

©® Verylow overhead
— Locking system is rarely used
— No system performance decrease

Integrated Circuit k

® Flexibility %D :
— Locking < unlocking A L

— Test available Remote Locking

circuitty
(un)locking Ireuiiry
request

Cryptographic
Function
(Trusted area)

©® Mutual actions
— Different payload
— Digital / Analog parts
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More information on active salware

© Springer 2012 © Springer 2016
— M. Tehranipoor, Univ. Connecticut — C.H. Chang, Nanyang Tech. Univ.
— C. Wang, US Army Research Office — M. Potkonjak, UCLA

Mohammad Tehranipoor - Cliff Wang g (hang - Miodrag Potkanjak
Editors I 3 (hang - Miod tkonjak

Secure System
Design and

Introduction
to Hardware

Security and Trust

Trustable
Computing

® Springer fall 2016: Foundations of Hardware IP Protection
— L. Bossuet, Univ. Lyon
— L. Torres, Univ. Montpellier
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PASSIVE SALWARE

IC identification / authentication
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Fingerprint / Watermark

© Fingerprint ©® Watermark
— Measurement of a physical (or — Additional (hidden) information
behavioral) characteristics (steganography)

©® Silicon PUF (Physical Unclonable © Silicon Watermark
Function)
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Identification of IC
— Set of ICs

— Challenges / responses protocol

PUF

— Extraction of entropy from CMOS

process variations

R$Micro
XTN6652200
IF4 PW 224

RSMicre

XTN6652200Q
IF4 PW 224

R$Micro

XTN6652200
IF4 PW 224

RSMicro

XTN6652200
IF4 PW 224

K3wvncro: R$Micro

XTN6652200

XTN6652200; \F4 PW 224

IF4 PW 224

R$Micro

XTN6652200
IF4 PW 224
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L

PUF

Identification of IC
— Set of ICs
— Challenges / responses protocol

— Extraction of entropy from CMOS
process variations

R$Micro

(TN6652200
IF4 PW 224

R$Micro

R$SMicro

XTN6652200
IF4 PW 224
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Fingerprint of IC — Silicon PUF

01101010011011

Unpredictable
High steadiness
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I i, S, '.
--'l‘.ll H 1“ l
B e e g
“-ul-l-u'u'l lﬂl -Iﬂhll.--u'

Fingerprint of IC — Silicon PUF

l-.-lul-sll.l ﬂulﬂl ﬂull..uuuﬂ_

rﬁ‘iﬂ“*ﬂ‘mfnﬂ.udﬁﬂﬁ .

Toll ~Hall = -lﬂ‘rnlnl JHull: H-Il.l
TR L e B

{:’i | .:

g

_. *_a’aggaj;?gh ‘;

Response A

101001011 Unique
allenge
01101010011011

Res se B
01100010 Unique

Res se C
110011101 Unique
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CMOS process variations

©® Example

— Oxide thickness
— Metal line

45 nm Iines/90 nm pltch

— Number of dopant atoms
— Position of dopants

— Doping density b Coplnd DERSIEY
@ s E- 2.0e420 &
E | 249 403,263 Si atoms i
%104 ~ 0.20 68,743 donors S _
< 5 0.15 13,042 acceptors F
2 > 108420
3 105 E 0.10
"6 % 0.05 2,088
E 102 o b v 00% | 0. 0e+00
g - ] 069 3 o ©
2 L Se—""5 2 R B
0.04‘ 0-1 0-2 0.4 1 < ?‘ —6 o ) |||:|.||.'|-||||\||.|||-\||||||-| I |-||'|J|.-||||||||‘|:'
Effective Channel Length (um) %  pOSTTION (pm e = E
[D. J. Frank, etal., 1999 Symp. VLS| Tech] © o c o c c o d o c o l' Ede ad s d

X{um)
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PUF principe: compare (theoretically) identical things !
© Example of an athletic race of clones

— All the runners are identical (same doping )
— Theoretically, all the lines on the stadium are the same

— Lines length / runners speed mismatch measurement
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PUF Architectures

©® Three main architectures
— Race of delays between two symmetrical delay lines — Arbiter PUF
— Frequency mismatch in multiple ring-oscillators — RO-PUF, loop-PUF

— Metastability of a couple of cross-coupled elements — SRAM PUF, Butterfly
1 2 3 M

B. Gassend, D. Lim, D. Clarke, M. Van Dijk, S. Devadas.

_ L — — - i D © Identification and authentication of integrated circuits.
I ~ /’ ~ s \\/ ~ 7 Concurrency and Computation: Practice & Experience,
N0 PR PR PR Ve 16(11):1077-1098, 2004.
-2 - -+ - 4 --=3
I I 4 =
: . i p
N input MUX £ - 1 1.0
R(.}l %E T " i
€11 T_D D D i i 0.8
: : : 0.6
R4 ; g = 0.4
£ || " .
?D—DC’—DOT A —comp|ouT T
Tl _ H
! , | freq. B 0.2
: 0.0
RON
‘”"”N—FD—Do—Do—l
1

111
2 E. Holcomb, W. Burleson, K. Fu. Power-Up SRAM State as an

G. Edward Suh, S. Devadas. Physical unclonable functions for device Identifying Fingerprint and Source of True Random Numbers. IEEE
authentication and secret key generation. In DAC, pp. 9-14, 2007. Transations on Computers, Vol. 58, No. 9, 2009.
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Some PUF challenges

© Future works

Experimental characterization of all PUF architectures in corner conditions on
FPGA and ASIC

Aging compensation
Security analysis
e Sensitivity to EM perturbation/analysis
e Sensitivity to optical analysis
Construction of stochastic models of microelectronic process variations
Construction of physical model

© Current project HE C'I'@R
European H2020 HECTOR project

http://www.hector-project.eu/

Technikon, KU Leuven, Univ. Jean Monnet, TU Graz, ThalesCommunications &
Security SAS, STMicroelectronics Rousset SAS, STMicroelectronics SRL,
Micronic AS, Brightsight
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Watermark

D Detection of IC counterfeiting

— Set of good referenced ICs

R$Micro

XTN6652200 f'Mlcl'o

R$Mict-

IF4 PW 224
XTN66522! 76652200
IF4 PW 27 LPW 224 R$Micro R$Micro
h XTN6652200 XTN6652200
RSMiCI‘O lfeis IF4 PW 224
XTNG6E XTN665;

IF4 PW 224
IF4.PVE IF4 PW XTN6652200 65
by

YES — it is probably not a counterfeit IC

R$Micro

XTN6652200 + ;
IF4 PW 224 .
IF4 PW 224 \ 5 - -
RSMi R$Micro NO —it is probably a counterfeit IC
s RShv..w XTN6652200
XTN6652200Q. RsMich IF4 PW 224
IF4 PW 224 XTN66522..
IF4 Pw 28 XTN6652200
IF4 PW 224

D Detection of IP theft (illegal copy/use)

YES — it is probably a copy of the IP
Mo

AZR5526

IF6 PZ 224

NO — it is probably not a copy of the IP
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Automatic detection of IC counterfeiting

© In the supply chain

NoO IDENTIFIED IP

o IDENTIFIED IP
REF : F18BC9D

VALIDITY CHECK OK

— Contactless => quick check
— High data rate => direct use in a supply chain (large set of ICs)
— Very-low area overhead => used few times only during the device life
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Ultra lightweight BFSK transmitter

©® Transmission on the EM channel (contactless)
© Configurable ring-oscillator

— Two frequencies generator f, > f; With Microsemi FUSION FPGA

— Two parameters N and K (FLASH - 130 nm CMOS)
— Size in number of LUT4 = 1+K+N

Enable

Input data

N delays

K delays
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Ultra lightweight BFSK transmitter

© Transmission on the EM channel (contactless)

© Configurable ring-oscillator

— Two frequencies generator f, > f; With Microsemi FUSION FPGA

— Two parameters N and K (FLASH - 130 nm CMOS)
— Size in number of LUT4 = 1+K+N

400 , - fo=385 MHz 400

£ q_\—l K=1
> > — K=2
S 300 S 300 | f,=280 MHz ——K=3
(D) ) — K=4
- =S ~
o 3 ——K=5
+— 200 =
[ (e
2 =
£ 100 S 100
S | | f,=119 MHz 5 1
n - emeasurment 0 e measurment
© —simulation © — simulation f,=70 MHz

0 0

0 1 2 3 4 0 1 2 3 4
N N
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First experimentation — BFSK only

© Spectral cartography (amplitude vs time)

— By using slippery window spectral analysis

RSN = =S

View Run Replyy Markers Setup Presets Tools Window Help _ @ x| [ Fle View Run Replay Markers Setup Presets Tools Window Help .8 %

|o o = @@ T % 2 14 Frequency: 1197 MHz Reflev: -39.00 dBm (Prsetl | @ Replay ~ D Run  ~ |9 = | F & & T % 5 1A Frequency: 289.0 MHz Reflev: -39.00 dBm (Bt | @ Replay - | Run -
Replay: AcqData = [I4 4 @ B Pl W D ||| W | SelectAl Select.. B 56 6/23/2015 5:1:9.40 Replay: AcqData = |Id 4 @ B Pl W O | || H | SelectAll Select.. § | 78 6030015 5:15:1.79

Overfap: 96 % +Peak ' Overlap: 96 % +Peak
o Time/div: m o Time/div: 4 Py
5.00 us 5.00 us
o RBW: = RBW:
1.00 MHz 1.00 MHz
VBW: VBW:
3D 3D
o Pos:
96.8 div n
= Pos: |j
Autoscale | & CF: 119.7 MHz © Span: 165.0 MHz 340.0 mdiv
Markers v R [Tme ~|426.120 us To Center [x ] B (Autoscale ] & pos: 289.0 Mz = Scale: 130.0 MHz
Stopped Mot aligned Real Time  Free Run Ref: Int Atten: 0 dB Preamp Stopped Mot aligned Real Time  Free Run Ref: Int Atten: 0 dB Preamp
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Comparison with state-of-the art spy circuits

© Spy circuits in the literature

— Applications: Hardware Trojan (malware) or IP Protection (salware)

— Used side channel (SC): Thermal emanation (TH), Power consumption (PC)
Electromagnetic emanation (EM)

— Year of publication (YoP): since 2008

-

7.102 bps

2008
[6] 2008
[9] 2009
[7] 2010
[10] 2013

Our work 2015

PC
PC
PC
PC
EM

255 Spartan-3 Slices

16*16 bit circular shift-register

8 parallel Dff or 16 bit circular shift register
16-bit circular shift register

16-bit circular shift register per bit

1 configurable RO

200 bps
485 bps
500 bps
976 bps
1 Mbps

1024
times
bigger

data rate
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More information on PUF and Watermarking

© Springer 2013, Graz University of Technology, Austria
— eBook is provided DRM-free on the Springer web page

PhysicalUndonable ©® Springer 2013, KU Leuven, Belgium

Functions in Theory

and Practice

N Physically

WMV @ Kluwer 2003, UCLA, USA
Functlons

[—

Intellectual
Property

Protection in
VLSI Designs
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Conclusion
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Synthesis

© Strategic issue for developed countries

Leadership on the semiconductor market
Limitation of illegal / malicious activities

® Many threats / many solutions

Filter out numerous publications (lot of publication noise)
Use a realistic threat model

Propose realistic and industrial solutions

Combine proposed solutions

© Need to develop specific skills

VLSI design / analog design
IC manufacturing
Hardware security

Applied cryptographic (need very-lightweight crypto)
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This work was part of the iAI_WARE project

French ANR Project

"The SALWARE project has received funding from the French
ANR research and innovation programme under grant
agreement number ANR-13-JS03-0003. It also supported by
the French FRAE”

If you need further information, please contact the coordinator:
lilian.bossuet@univ-st-etienne.fr
Project web site: http://www.univ-st-etienne.fr/salware/

Fond=arion
e Recherche
oL | Asronautique
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For fun: are you sure to be free of counterfeit parts?

©® Friday 27t February 2015, 2 p.m.
— Fire alarm in my Laboratory
— Localization: the office next door (opposite)

© Fire’s origin
— A “Xilinx” Platform Cable USB for FPGA configuration
— Chinese label, unknown and untraceable provider: 306Studio.com




	Fighting against theft, cloning and counterfeiting of integrated circuits� �Lilian Bossuet�Associate Professor, head of the secure embedded system group��University of Lyon, Jean Monnet University, Saint-Etienne�Laboratoire Hubert Curien – CNRS UMR 5516�
	Protection of the intellectual property of the fabless designers ��why ?
	Semiconductor market
	Threat model during manufacturing, supply chain and use life
	Threat model during manufacturing, supply chain and use life
	Definition
	Example of counterfeiting flash memory
	More examples ….
	Counterfeiting in figures
	Amazing stories
	The rise of electronic device counteirfetings
	The rise of electronic device counteirfetings
	Consequences of electronic products counterfeiting
	CURRENT INDUSTRIAL SOLUTIONS 1/2��Counterfeiting physical detection�
	Counterfeiting physical detection
	More information on counterfeit parts detection [TGF2015]
	Taxonomy of defects in counterfeit components [TGF2015]
	Taxonomy of counterfeit detection methods [TGF2015]
	CURRENT INDUSTRIAL SOLUTIONS 2/2���Protection against the reverse engineering
	Circuit Camouflaging 1/2
	Circuit Camouflaging 2/2
	HARDWARE SOLUTION : SALWARE��what ?
	Salutary hardware to design trusted IC
	ACTIVE SALWARE��protection
	IC Activation (locking/unlocking)
	Logic encryption
	Logic encryption
	Logic encryption
	Logic locking 
	Graphe analysis
	Graphe analysis
	Comparison with logic “encryption”  
	A formal foundation for logic protection schemes
	FSM obfuscation
	FSM obfuscation
	FSM obfuscation
	Design obfuscation
	Security of FPGA bitstream (SRAM and FLASH)
	IOB locking
	Locking of a System-on-Chip
	Active Salware Design
	More information on active salware
	PASSIVE SALWARE��IC identification / authentication
	Fingerprint / Watermark
	PUF 
	PUF 
	Fingerprint of IC – Silicon PUF
	Fingerprint of IC – Silicon PUF
	CMOS process variations
	PUF principe: compare (theoretically) identical things !
	PUF Architectures
	Some PUF challenges
	Watermark
	Automatic detection of IC counterfeiting
	Ultra lightweight BFSK transmitter
	Ultra lightweight BFSK transmitter
	First experimentation – BFSK only
	Comparison with state-of-the art spy circuits
	More information on PUF and Watermarking
	Conclusion��
	Synthesis
	This work was part of the                         project
	Diapositive numéro 63
	For fun: are you sure to be free of counterfeit parts?

