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    79:    if (byteArrayCompare2(pin, buffer) == k_TRUE) 
    80:    {  
    81:         // Authentication();  
3:0xF04870  MOV      WR22,#PIN(0x000D) 
3:0xF04874  MOV      WR20,#C_STARTUP(0x0000) 
3:0xF04878  MOV      WR18,#BUFFER(0x0013) 
3:0xF0487C  MOV      WR16,#C_STARTUP(0x0000) 
3:0xF04880  ECALL    BYTEARRAYCOMPARE2(0xF049A8) 
3:0xF04884  CJNE     A,#0xAA,0xF048B3!
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è Simulation haut-niveau  
§  Pas de considérations matérielles 
§  Modèle de faute complexe 
§  Très performant  

è Simulation haut-niveau avec 
considération matérielle 

§  Complexe 
§  Spécifique 
§  Lent 
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INTÉGRATION 
SIMULATEUR DE FAUTE EMBARQUÉ 

è Intégration Projet 

è Paramètres via APDU sur carte via fonctions sur microcontrôleurs 

3.2 Implementation of the Embedded Fault Simulator

The fault simulator prototype implementation was guided by the fault model we selected
to reach. At the beginning we needed a simple way to expose the concept. Our theoretical
specifications are to achieve single fault attack on instructions which operates at opcodes byte
level. The test platform at first was composed of only one smart card without crypto-processor.
First, what we want to achieve is single instruction bypassing to show the validity of the concept.
Then achieve multiples instructions to demonstrate its e�ciency and finally, bypass a security
feature to prove the fault simulator usability. To evaluate the embedded fault simulator e�ciency,
we have estimated its time complexity, fault coverage performance (for a targeted functionality)
and its cost in term of code size.

Interacting with the Embedded Fault Simulator

The project to be integrated to the smart card chip is developed in C and assembly language.
The implementation of the embedded fault simulator imposes certain prerequisites on smart card
and code environment : at least, some hardware interruption must be programmable.

We define our practical specifications as an embedded fault simulator capable of bypassing a
determined number of bytes from opcodes, let call this value incr standing for increment.

We want to be able to target a specified functionality. Usually functionality is tagged in code
projects, we follow this rule. So we will also need this tag which we will call id for identifier.

Once a targeted functionality is chosen, we want to be able to specify a delay delay prior to
the fault injection to temporize the attack an gain temporal control.

We also need a counter cpt. Its goal is twofold : first, it allows to specify the number of
fault-free execution of the targeted functionality we want to have. Set to 0, at each call the fault
will occur. In the other end, it allows to save a reference signal and to compute means with as
much traces as we want. This allows to shorten noise interference captured by an oscilloscope.

Later we introduced the o↵set to deal with the di↵erence between the unit of the timer used
for the simulator and the CPU cycles.

All these five parameters constitute the context of our embedded fault simulator and have
specific sizes (Table 2). Those are configurable via a single APDU command.

Parameter Name Size (in byte) Example (hex.)

Identifier id 2 C1 3E

Counter cpt 1 01

Delay delay 2 01 F5

O↵set o↵set 1 03

Increment incr 1 08

Table 2: Embedded Fault Simulator Context Parameters

The Fault Injection Mechanism

Smart cards provide some interesting features, in particular Watchdog timer, which is basi-
cally an electronic timer used to detect and recover from malfunction. A delay value is specified
to the watchdog timer. In our case, every 4 processor cycles5, the delay value is decremented by
1, hence the o↵set parameter. When its value reaches 0, the watchdog triggers a processor reset,
commonly called interruption such as power cycling, fail-safe state activation, or combinations of

5
this value can vary depending on the smart card architecture

9

7

3.2 Concept

We propose an integrated fault injection mechanism that is an embedded code
alongside others. Using high process priority, namely interruptions, the fault
simulation software acts as a self-test program. This grants access to critical
registers, memories and the execution flow. The very same fault simulator code
could then be integrated to various smartcard models and families. Thus, de-
velopers have no additional task to engage while working on projects for the
referred component. It is then faster to use the embedded fault simulator ap-
proach instead of developing a new simulator each time a new smartcard with
another specification is encountered.

With the embedded fault simulator there is no need to model any instruction
or physical behavior to reach a specific fault model. Compared to emulation, the
hardware used in our case is the final target, and thus, no bias is introduced by
external peripheral. Furthermore, in contrast to simulation described in Section
2.3, injecting fault with the embedded simulator does not rely on mechanisms
which modify code of modules (Mutant) or add new ones (Saboteur). There is
no use of external injection controller. Thus, the embedded fault simulator could
help to refine the range of physical injection parameters.

Fig. 1. Functional Integration

As depicted in Figure 1, the simulator code is integrated to a smartcard de-
velopment project. This is done such that simulator interactions remain possible
regardless of the running application. After compilation and debug sessions, the
project is integrated onto the final smartcard. It is then configured by the ex-
isting communication standard for I/O transmission [28] at will. The embedded
fault simulator can now be used as an OS service to perform fault injections.
Post-compilation parameters such as function identifiers (IDs) are stored for later
use as input parameters of the simulator. For obvious security reasons, the em-
bedded fault simulator is integrated onto final smartcard but only during debug
and test phases. No fault injection simulator is embedded to issued products.

3.3 Mechanism and Implementation

In order to simulate fault injection, we need to define a target functionality,
which is tagged by an ID in the source code. The delay parameter is used to

è Microcontrôleur 
§  Fonction cible  
§  Modèle de faute 
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DIAGRAMME FONCTIONNEL 

è EFS sur Carte à Puce 

 

è EFS sur Microcontrôleur  
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MODÈLES DE FAUTE CONNUS 

è Effet de faute considéré 

è Conséquence sur le flot de control 
§  Modification d’instruction 
§  Remplacement d’instruction 

è Conséquence sur les données 
§  Modification de valeur 
§  Mise à zéro de valeur 
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cryption Standard (AES) allows Di↵erential Fault Analysis
(DFA) [2]. A Triple Data Encryption Standard (T-DES) can
be reduced to a single DES. A practical laser fault attack
succeeded in disabling a secure memory flush by disrupting
memory writes operations [3]. Instruction-replacement, such
as transforming an addition into a subtraction can deceive
the transaction counter of a payment application. Flipping
bits [4] can lead to pull Digital Signature Algorithm (DSA)
keys out of the smart card.

A fault injection e↵ect is precisely described through a
fault model, such that fault simulation can rely on. Impacts
on input parameters, registers, the control or data flow can
be simulated according to a model. However there is no the-
oretical or generic model to describe every logical fault. This
is why existing fault models are considering particular e↵ects
such as bit-flip or stuck-at fault. We propose to review and
classify several fault models studied in the literature in the
following section.

2.2 Fault Model in The Literature
No unified model stands for all possible impact of fault

injections. A fault can involve just one or several bits. In
this section, we review some fault models according to the
granularity of their impact in a binary-centric point of view
for the control and the data flow.

Bit-wise Models assumes a powerful attacker who is able
to manipulate bits at will in time and space. Consequently,
lots of described attacks in the literature are of theoretical
work. In [5], it is supposed that during a Rivest, Shamir,
Adleman (RSA) decryption, an attacker can induce a single
random bit fault to obtain corrupted signatures. Thereby,
they broke the RSA and ElGamal/Schnorr signature scheme.
With the same model, a bit, stored in a register might spon-
taneously produce an incorrect value, exposing secret keys
with a limited amount of erroneous signatures [6]. In 2003,
Blömer and Seifert attacked an AES [7] under the bit-set-or-
reset fault model and fully retrieved the 128-bit secret key.
At the bit level we distinguish five type of bit-wise fault:
bit-set, bit-flip, bit-reset, stuck-at and random-value. For a
given bit b, Table 1 shows all possible transformations.

bit : b

set flip rst stuck rand
# # # # #
1 ¬b 0 b {0,1}

byte : B

set rst rand
# # #

0xFF 0x00 {0, 1}8

Table 1: Bit and Byte-wise fault models

Byte-wise Models can be seen as 8 contiguous bit faults
or particular word-wise faults, on a 8-bit architecture for in-
stance. Byte-set, byte-reset or random-byte can occur as
shown in Table 1. AES round modification, which con-
sists in reducing [8] or increasing the AES round number
was achieve by disrupting the for loop counter [9]. More
recently, Dehbaoui et al. [2] used Electro-Magnetic Glitch
(EMG) to skip the penultimate increment of the AES round
counter. Consequently, 11 rounds occurred allowing the at-
tacker to recover the secret key with only two pair of correct
and faulty ciphertexts.

Wider Fault Models: The word-controlled fault model
can lead to instruction replacement. Depending on the in-
struction set, it can lead to instructions-skip if the replaced

word corresponds to the No OPeration (NOP) opcode as in [2,
10]. In [11], authors use a transient random fault modifying
various bits of modulus or operand. The fault size depends
on the architecture of the processor and can be from 8-bit
up to 32-bits contiguously.

To break a smart card based product, an attacker have to
find only one successful attack path and exhibit his exploit.
From the developer point of view, in order to evaluate the
fault resistance of embedded applications, all attack paths
should be tested. Achieving exhaustive physical fault in-
jection under a settled time constraint is deeply intricate.
Simulation and emulation techniques help to point out fault
injection vulnerabilities and come at an early stage in the
development process.

2.3 Fault Injection Simulation
Since 90s, Software Implemented Fault Injection (SWIFI)

techniques and tools were developed to test the robustness of
distributed architecture [12], on-line transaction processing
[13] for ATM and other secured systems against fault injec-
tion targeting code or data. Some tools are based on pro-
cessor resets (exceptions) [14] taking advantage of debugging
features provided by processors. Even if these approaches
are very e�cient, they are handled by powerful processors
with a large amount of available memory. Therefore, in the
smart card context, computational resources limit develop-
ers. Smart cards provide lightweight instruction sets, small
registers and a very restricted amount of memory. To the au-
thors knowledge, no SWIFI-like approach has been applied
to the smart card environment.

Simulation techniques focus on the impact of injected faults
that can corrupt logic evaluations or timing. We distinguish
two operational modes: Sabotage and mutant [15]. Both
aim to inject fault with high control level. The di↵erence
is that a saboteur is an extra module, added for injection
purpose while a mutant consists in a modified pre-existing
module. A module could be a hardware module (emulation)
or a software module (simulation). By using an external con-
troller, saboteur and mutant can inject an expected fault at
a precise location.

Hardware awareness simulation relies on software mod-
els describing hardware modules and interconnections. Pre-
dicting the behavior of a design prior to its physical im-
plementation becomes possible. However, the simulation fi-
delity relies on the hardware model accuracy. Some card
manufacturer provide their own dedicated simulator, ensur-
ing a high-level of reliability of the model. This dynamic
approach do not consider additional device so that devel-
opers can simulate fault injection at logic or binary level
[16] according to a chosen fault model. hardware awareness
simulation remain time consuming as its time complexity
depends on the amount of logic gate and models to be con-
sidered.
Emulation is very similar to hardware awareness simu-

lation except that, in contrast, real hardware modules re-
place hardware models. This technique releases the simula-
tion from model assumptions (execution timing, branching,
etc), which allows runtime attacks evaluation [17][18]. By
synthesizing hardware design descriptions onto FPGAs, it
leverages hardware acceleration and outperforms full soft-
ware fault injections. Smart card chip manufacturer could
also provide dedicated emulators with dedicated tools. It
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MODÈLES D’ATTAQUANT 

è Code de l’interruption 
programmable 
§  Contexte d’exécution de la fonction 

interrompue dans la pile 
§  Registres généraux bas accessibles 
§  Registres spéciaux accessibles 

è Implémentation libre 
§  Le programmeur peut choisir le code 

d’interruption à exécuter 
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SIMULATEUR DE FAUTE EMBARQUÉ 

Increment PC 

Decrement PC 

Modify Register 

Modify Code RAM 

Flush caches 

… 
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DIAGRAMME FONTIONNEL 
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SIMULATEUR DE FAUTE EMBARQUÉ 

è Attaque Exhaustive de fonctionnalités complètes avec branchements (en 2013) 
§  GetSecurityAttribute – 8 Instructions / 24 cycles 
§  AES – ~600 instructions / ~2 000 cycles 

 

è Attaque Exhaustive de fonctionnalités complète avec branchements (en 2014) 
§  VerifyPIN protégé – 800 instructions / ~2300 cycles  

11

Faute simple Faute double

Approche Fw “ 1 Fw “ 1 to 5 Fw “ 1 Fw “ 1 to 5

Sans échec 49 s 3,9 m 4,1 m 22 m

Avec échec 50 m 1,45 h °4 h °12 h

Table 8. EFS Timing Performances Comparison on VerifyPIN

In Table 8, we measured the time spent by the EFS performing exhaustive fault
injection on our actual smart card prototype. We compared it to the hardware awareness
simulation approach considered in Section 2.3. This experiments takes the smart card
reader response times into account (for the EFS). Several passes were done, especially,
with and without functional failure cases denoted in Table 6. The EFS is at least five
times faster than the hardware awareness simulation. We also noticed that an upstream
processing on blocking behavior cases can save up to 95% of the simulation time.

4.3 Second Practical Case of Study: Combined Attack on AES

In this particular case of study, we focus on the bit-reset data fault model described
in Section 2.2. We performed a combined attack on an AES implementation with some
hardware countermeasures activated.

A frequently used hardware countermeasure is based on the simple idea of inducing
random clock jitter during the computation. It is used for masking the clock edge of
internal oscillator clock. This improves the unobservability of the code execution and
induces the de-synchronization of the traces.

As an example, we target an AES implemented in software on a smart card that
provide hardware protection mechanisms against side-channel attacks. In particular, the
smart card can be set to generate random clock jitter during execution. We propose to
combine a CPA with fault injections performed by the EFS in order to break the secret
key of the AES. The CPA targets the first round, with a known plaintext. The EFS goal
is to disrupt the hardware countermeasure to reduce the jitter or suppress it.

Methodology. In order to evaluate the e�ciency of the combined attacks, we used two
units of the same smart card device. They are both based on the exact same code project
that provides the target software AES implementation and the EFS. Every hardware and
software countermeasures are disabled on the first smart card S1, which is used as a the
reference card. The random clock jitter hardware countermeasure is enabled only on the
second one S2. We performed the following acquisition campaigns:

– Attack1: Side-channel attack of AES on S1 (20 000 traces)
– Attack2: Side-channel attack of AES on S2 (60 000 traces)
– Attack3: side-channel attack of AES on S2 combined with a single fault attack per-

formed by the EFS (20 000 traces)

We set up the oscilloscope to trigger at the beginning of the first round. For the
Attack1 and Attack3 campaigns, we acquired 20 000 traces, which is enough to break the
AES. We expect to need more traces to perform Attack2 due to the random clock jitter,
hence, we acquired 60 000 traces.
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In Table 8, we measured the time spent by the EFS performing exhaustive fault
injection on our actual smart card prototype. We compared it to the hardware awareness
simulation approach considered in Section 2.3. This experiments takes the smart card
reader response times into account (for the EFS). Several passes were done, especially,
with and without functional failure cases denoted in Table 6. The EFS is at least five
times faster than the hardware awareness simulation. We also noticed that an upstream
processing on blocking behavior cases can save up to 95% of the simulation time.

4.3 Second Practical Case of Study: Combined Attack on AES

In this particular case of study, we focus on the bit-reset data fault model described
in Section 2.2. We performed a combined attack on an AES implementation with some
hardware countermeasures activated.

A frequently used hardware countermeasure is based on the simple idea of inducing
random clock jitter during the computation. It is used for masking the clock edge of
internal oscillator clock. This improves the unobservability of the code execution and
induces the de-synchronization of the traces.

As an example, we target an AES implemented in software on a smart card that
provide hardware protection mechanisms against side-channel attacks. In particular, the
smart card can be set to generate random clock jitter during execution. We propose to
combine a CPA with fault injections performed by the EFS in order to break the secret
key of the AES. The CPA targets the first round, with a known plaintext. The EFS goal
is to disrupt the hardware countermeasure to reduce the jitter or suppress it.

Methodology. In order to evaluate the e�ciency of the combined attacks, we used two
units of the same smart card device. They are both based on the exact same code project
that provides the target software AES implementation and the EFS. Every hardware and
software countermeasures are disabled on the first smart card S1, which is used as a the
reference card. The random clock jitter hardware countermeasure is enabled only on the
second one S2. We performed the following acquisition campaigns:

– Attack1: Side-channel attack of AES on S1 (20 000 traces)
– Attack2: Side-channel attack of AES on S2 (60 000 traces)
– Attack3: side-channel attack of AES on S2 combined with a single fault attack per-

formed by the EFS (20 000 traces)

We set up the oscilloscope to trigger at the beginning of the first round. For the
Attack1 and Attack3 campaigns, we acquired 20 000 traces, which is enough to break the
AES. We expect to need more traces to perform Attack2 due to the random clock jitter,
hence, we acquired 60 000 traces.

Jusqu’à 95% 
de temps gagné 
en simulation 
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RÉSUMÉ DES CARACTÉRISTIQUES DU SIMULATEUR 

è Mécanisme de simulation d’injection 
§  Ciblage fin 
§  Haut niveau de priorité en exécution dynamique 
§  Propriété du modèle de faute ajustable (largeur, permanente, transitoire) 

è Capacités 
§  Impact sur le flot de contrôle et les données  
§  Approche et spécifications génériques 
§  Code haut niveau portable / développement spécifique minimal à bas niveau 
§  Possibilité d’observations Side-Channel dans le même temps 

è Intérêt 
§  Trouver toutes les déviations fonctionnelles par rapport aux spécifications 
§  Analyse niveau assembleur, plus proche du matériel 

SIMULATEUR DE FAUTE EMBARQUÉ 

Séminaire sur la Confiance Numérique - Clermont-Ferrand - 08 Janvier 2015 
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Implémentation et Évaluation du 
Simulateur Embarqué 
 
A – Expériences sur VerifyPIN 

/03/ 
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BUT 

è Sujet 
§  Etude de scénarios d’attaque sur 2 implémentations simples 

è Objectif & Intérêt 
§  Valider l’intégrité du PTC quelque soit le point d’entrée en faute 
§  Efficacité des tests d’intégrité (utilité des tests redondants : copie et recalcule) 
§  Impact du mode de développement inter-procédural 

è Expériences réalisées 
§  EFS sur VerifyPIN Call (inter-procédural) 
§  EFS sur VerifyPIN Local (monolithique) 
§  Acquisitions fonctionnelles  
§  Réponses APDU pour CàP <> log texte pour microcontrôleur 

Séminaire sur la Confiance Numérique - Clermont-Ferrand - 08 Janvier 2015 

EFS – EXPÉRIENCE SUR VERIFYPIN 
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BANC DE TEST 

è PC de développement 
§  Programme en C sous l’IDE : Keil  

è PC de tests 
§  Génération automatique des chemins d’attaques 
§  Module d’acquisition fonctionnelle 

è Cartes & Lecteur 
§  Microcontrôleur 16-bits  
§  CardMan 3x21 PCSC 
§  Protocole T0 

è Board STM32 F4 
§  Interfaçage USB 
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EFS – EXPÉRIENCE SUR VERIFYPIN 
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CIBLE 1 : VERIFYPIN  

2.4 VerifyPIN_4()⌥ ⌅
1 static bool verifyPIN_4()

2 {

3 byte* userPinValue = getUserPin(userPinMode);

4 byte* cardPinValue = memRead(cardPinAdress, pinSize);

5 int8_t pinTryCounter = (int8_t) *memRead(ptcAddress, 1);

6 int8_t pinTryCounterCpy = pinTryCounter;

7 int8_t pinTryCounter2 = 0;

8 int8_t fictivePtc = pinTryCounter;

9 bool status = false;

10

11 -> // PTC Verification 1 : Check that no modification occured in NVM

12

13 -> if (pinTryCounter >= 0)

14 {

15 -> if (pinTryCounterCpy == pinTryCounter)

16 {

17 pinTryCounter--;

18 -> // PTC Verification 2 : Check if the decrementation occured

19 pinTryCounterCpy--;

20 memWrite((byte*)&pinTryCounter, ptcAddress, sizeof(byte));

21

22

23 -> // PTC Verification 3 : Retrieve what we just wrote in NVM to check its value

24 if (byteArrayCompare2(userPinValue, cardPinValue))

25 {

26 if (byteArrayCompare2(cardPinValue, userPinValue))

27 {

28 // Authentication();

29 pinTryCounter++;

30

31 -> // PTC Verification 4 : Check if the incrementation occured

32 pinTryCounterCpy++;

33 memWrite((byte*)&pinTryCounter, ptcAddress, sizeof(byte));

34

35 -> // PTC Verification 5 : Retrieve what we just wrote in NVM to check its value

36 status = true;

37 }

38 else

39 {

40 // Mutecard();

41 abort();

42 }

43 }

44 else

45 {

46 -> // Balanced branch

47 }

48 }

49 }

50 else

51 {

52 // MuteCard();

53 abort();

54 }

55 return status;

56 }⌦⌃ ⇧
Listing 5 – VerifyPIN example implementation 4

This Listing is incomplete, refer to the code to view full implementation.
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Threat Resistance
Card Tearing

Ô

Side-Channel leakage
Ô

Instruction skipping � (Double Check)
Test Inverting �

Data modification � (PTC)
Ô

: Yes ◊ : No � : Partially

Table 4 – VerifyPIN_4() example resistance

2.4.1 PTC Verification 1,3,5 : NVM Modifications Detection

Before using the previously loaded PTC, we reload it back in another variable and check if they match to
prevent memory alteration. We also test if the local copy of the PTC matches this recharged PTC from NVM
[8]. This is illustrated on Listing 6 below where pinTryCounter2 is a copy from NVM and pinTryCounterCpy

a local copy following the same incrementation/decrementation cycle as the pinTryCounter variable.

⌥ ⌅
1 pinTryCounter2 = (int8_t) *memRead(ptcAddress, 1);

2 if (pinTryCounter != pinTryCounter2)

3 {

4 // MuteCard();

5 abort();

6 }

7 if (pinTryCounter2 != pinTryCounterCpy)

8 {

9 // MuteCard();

10 abort();

11 }⌦⌃ ⇧
Listing 6 – PTC local and reload comparison

2.4.2 PTC Verification 2,4 : PTC Checks

The Listing 7 corresponds to PTC Verification 2,4 and runs tests in order to ensure that the PTC were
correctly decremented [8]. Its new value is then saved to NVM. Decrementation skipping detection uses a local
copy of the PTC, which goes through the same incrementation/decrementation as the original PTC.

⌥ ⌅
1 pinTryCounter--;

2 if (pinTryCounter != pinTryCounterCpy-1)

3 {

4 // MuteCard();

5 abort();

6 }

7 pinTryCounterCpy--;

8 memWrite((byte*)&pinTryCounter, ptcAddress, sizeof(byte));⌦⌃ ⇧
Listing 7 – PTC incrementation decrementation checks

On the Listing 5, line 13 and 15 the same conditional test is performed twice to avoid single condition test
skipping (section V of [7]).
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CIBLE 2 : VERIFYPIN LOCAL ⌥ ⌅
1 // Main Comparison

2 equal = BOOL_TRUE;

3 for(i=0 ; i<SIZE_OF_PIN; i++)

4 {

5 equal = equal & ((buffer[i] != pin[i]) ? BOOL_FALSE : BOOL_TRUE);

6 stepCounter++;

7 }

8

9 if(equal == BOOL_TRUE)

10 {

11 // Comparison is successful

12 if(equal != BOOL_TRUE)

13 goto counter_measure;

14

15 // Resets the remaining tries to the max

16 triesLeft = MAX_TRIES;

17 triesLeftBackup = -MAX_TRIES;

18

19 // Verifies the new value

20 if(triesLeft != -triesLeftBackup)

21 goto counter_measure;

22

23 authenticated = 1;

24

25 if(stepCounter == INITIAL_VALUE + 4)

26 return EXIT_SUCCESS;

27

28 }

29 else

30 {

31 authenticated = 0;

32 if (stepCounter == INITIAL_VALUE + 4)

33 goto failure;⌦⌃ ⇧
3.4.3 Double Check :

3.4.4 PIN Comparison : CompareByteArray() Ordinal and Random byte-to-byte

9
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Threat Resistance
Card Tearing

Ô

Side-Channel leakage
Ô

Instruction skipping � (Double Check)
Test Inverting �

Data modification � (PTC)
Ô

: Yes ◊ : No � : Partially

Table 4 – VerifyPIN_4() example resistance

2.4.1 PTC Verification 1,3,5 : NVM Modifications Detection

Before using the previously loaded PTC, we reload it back in another variable and check if they match to
prevent memory alteration. We also test if the local copy of the PTC matches this recharged PTC from NVM
[8]. This is illustrated on Listing 6 below where pinTryCounter2 is a copy from NVM and pinTryCounterCpy

a local copy following the same incrementation/decrementation cycle as the pinTryCounter variable.

⌥ ⌅
1 pinTryCounter2 = (int8_t) *memRead(ptcAddress, 1);

2 if (pinTryCounter != pinTryCounter2)

3 {

4 // MuteCard();

5 abort();

6 }

7 if (pinTryCounter2 != pinTryCounterCpy)

8 {

9 // MuteCard();

10 abort();

11 }⌦⌃ ⇧
Listing 6 – PTC local and reload comparison

Threat Resistance
Card Tearing � (Increment comes after comparison)

Side-Channel leakage ◊
Instruction skipping � (Inverse condition)

Test Inverting
Ô

Data modification � (PTC)
Ô

: Yes ◊ : No � : Partially

Table 5 – VerifyPIN_4() example resistance

2.4.2 PTC Verification 2,4 : PTC Checks

The Listing 7 corresponds to PTC Verification 2,4 and runs tests in order to ensure that the PTC were
correctly decremented [8]. Its new value is then saved to NVM. Decrementation skipping detection uses a local
copy of the PTC, which goes through the same incrementation/decrementation as the original PTC.

⌥ ⌅
1 pinTryCounter--;

2 if (pinTryCounter != pinTryCounterCpy-1)
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EFS – EXPÉRIENCE SUR VERIFYPIN 
CIBLES 

è Comparaison des propriétés des cibles 
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  Fonction 
Propriété VerifyPIN Local VerifyPIN Call 
Nb ligne C 83 129 

NB instructions C 36 53 
Comp. tps. constant ✔ ✔

Double comp. ✔ ✔

Profondeur de l’authentification 2 4 

Equilibrage des branches 
conditionnelles ✖ ✔
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EFS – EXPÉRIENCE SUR VERIFYPIN 
MÉTHODOLOGIE 

è Phase 1 : Attaque exhaustive 
§  Seul l’aspect de terminaison fonctionnelle est considéré 
§  Sur toute la durée de la fonction cible 
§  Paramètres variant de l’attaque 

ú  Délais de déclanchement du simulateur 
ú  Largeur de faute 

è Phase 2 : Attaque de tous les chemins non-bloquants déterminés en 
phase 1 
§  Génération de log 
§  Sauvegarde des paramètres du simulateur 
§  Localisation dans le code 
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EFS – EXPÉRIENCE SUR VERIFYPIN 
SCENARIO 

è Exécution en boucle avec PIN Faux 
§  Plage de déclanchement du simulateur : Début – Fin fonction 
§  Précision : A chaque instruction 
§  Largeur de faute  

ú  Cas 1 : de 0 à 22 octets (VerifyPIN Local) 
ú  Cas 2 : de 0 à 128 octets (VerifyPIN Call) 

è Nombre de test 
§  Cas 1 : 4 540 
§  Cas 2 : 40 770 
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00 10 01 11 07 01 3D 00 00 0D 00 03 55 90 00  F0 B2 C2 F0 00 3B F0 01 BF 00 00 F0 0F 1F FF 02 45 F0 48 14 03 F0 B1 CE 90 00  

00 10 01 11 07 01 3D 00 00 0D 00 09 6F FC  F0 B2 C2 F0 00 3B F0 01 BF 00 00 F0 0F 1F FF 02 45 F0 48 14 03 F0 B1 CE 90 00  

00 10 01 11 07 01 3D 00 00 0D 00 0B 6F FE  F0 B2 C2 F0 00 3B F0 01 BF 00 00 F0 0F 1F FF 02 45 F0 48 14 03 F0 B1 CE 90 00  

00 10 01 11 07 01 3D 00 00 0E 01 5C 01 90 00  CA 8F 7F F0 B2 C2 F0 00 3B F0 01 BF 00 00 F0 0F 1F FF 02 45 03 F0 48 14 90 00  

00 10 01 11 07 C1 3E 00 00 0C 03 00 APDU error APDU error 
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00 10 01 11 07 01 3D 00 00 0D 00 03 55 90 00  F0 B2 C2 F0 00 3B F0 01 BF 00 00 F0 0F 1F FF 02 45 F0 48 14 03 F0 B1 CE 90 00  

00 10 01 11 07 01 3D 00 00 0D 00 09 6F FC  F0 B2 C2 F0 00 3B F0 01 BF 00 00 F0 0F 1F FF 02 45 F0 48 14 03 F0 B1 CE 90 00  

00 10 01 11 07 01 3D 00 00 0D 00 0B 6F FE  F0 B2 C2 F0 00 3B F0 01 BF 00 00 F0 0F 1F FF 02 45 F0 48 14 03 F0 B1 CE 90 00  

00 10 01 11 07 01 3D 00 00 0E 01 5C 01 90 00  CA 8F 7F F0 B2 C2 F0 00 3B F0 01 BF 00 00 F0 0F 1F FF 02 45 03 F0 48 14 90 00  

00 10 01 11 07 C1 3E 00 00 0C 03 00 APDU error APDU error 

Adresses dans 
le code 

Increment 

Délai 
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EFS – EXPÉRIENCE SUR VERIFYPIN 
SORTIES FONCTIONNELLES 

è Comportements observés 
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Sor$e	
  fonc$onnelle	
  
Ra$o	
  (sor%e	
  fct	
  /	
  nb	
  total)	
  

VerifyPIN	
  Local	
   VerifyPIN	
  Call	
  

CTM	
   35,66%	
   44,70%	
  

PIN	
  Faux	
   32,93%	
   43,17%	
  

Mute	
   11,28%	
   10,49%	
  

PIN	
  Vrai	
   1,59%	
   1,41%	
  

Sor$e	
  aléatoire	
   17,64%	
   0,19%	
  

Effacement	
  et	
  destruc$on	
   0,55%	
   0,03%	
  

Erreur	
  APDU	
   0,35%	
   <	
  0,01%	
  

100	
  %	
   100	
  %	
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EFS – EXPÉRIENCE SUR VERIFYPIN 
ZONES DE SENSIBILITÉ 

è Fenêtre temporelle – VerifyPIN Call 

 
 

è Fenêtre temporelle – VerifyPIN Local 
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COMPARATIF DES RÉSULTATS - CONCLUSION 

è Résultats haut-niveau avec Lazart 

 

 

è Largeur de saut minimale effective  
§  7 octets – VerifyPIN Call 
§  4 octets – VerifyPIN Local 
§  Certains résultats en faute double trouvés par Lazart sont obtenus en 1 seul saut long 

(>10 octets d’opcode) avec l’EFS 
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COMPARATIF DES RÉSULTATS - CONCLUSION 

è Rappel des objectifs 
§  Intégrité du PTC valide quelque soit le point d’entrée? 

ú  Oui pour les deux implémentations 
§  Efficacité des tests d’intégrité  

ú  utilité des tests redondants : copie et recalcule 
ú  Sans redondance, les fautes simples permettent de déjouer la vérification du PIN 

§  Impact du mode de développement inter-procédural 
ú  Séparation des contexte d’exécution 
ú  Attention aux sauts d’appel de fonction 

è Vulnérabilités 
§  Test d’égalité des octets des PIN utilisateur et PIN carte 
§  Appels de fonction simples 
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Implémentation et Évaluation du 
Simulateur Embarqué 
 
B – EFS vs. Simulation haut niveau 

/03/ 

Séminaire sur la Confiance Numérique - Clermont-Ferrand - 08 Janvier 2015 



52 / 

This document and the information therein are the property of Morpho, They must not be copied or communicated to a third party without the prior written authorization of Morpho. 

BUT 

è Objectifs 
§  Etude de deux approches différente d’analyse de code face aux fautes 
§  Trouver une base commune malgré la différence de niveau d’abstraction 
§  Comparer les deux approches sur un code commun 

è Intérêts 
§  Simulation multi-niveau d’une implémentation face aux injection de fautes 
§  Repérer les faiblesses de chaque approche pour les améliorer 
§  Quelle approche pour quels besoins ? 

è Expériences réalisées 
§  Deux implémentations d’un code de vérification de PIN 
§  Attaque indépendante avec chaque outil 
§  Combinaison des deux approches 
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TRAVAUX COLLABORATIFS - VERIMAG 
è Evaluation de Lazart et de l’EFS  

§  Lazart : Analyse Statique à haut niveau avec génération de code mutant sur 
plateforme PC 

§  EFS : Analyse dynamique à bas niveau sans mutation en système embarqué 
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PROTOCOLE EXPÉRIMENTAL 

è Code commun 
ú  byteArrayCompare : comparaison de tableau d’octet 
ú  VerifyPIN Local : fonction monolithique 
ú  VerifyPIN Call : fonction inter-procédurale 

è Deux modes de combinaison 
§  Parallèle – Expériences indépendantes et croisement des résultats 
§  Séquentielle  

ú  Premier tour avec Lazart : Identification des zones vulnérables 
ú  Attaques de ces zones avec l’EFS 

è Intérêt 
§  Attester de la faisabilité d’une faute d’un niveau d’abstraction à un autre 
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APPROCHE PARALLÈLE ET COUVERTURE 

è Résultats  Lazart    &       EFS 

 

 

è Couverture 
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APPROCHE PARALLÈLE ET COUVERTURE 

è Résultats  Lazart    &       EFS 

 

 

è Couverture 
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DIVERGENCE ET ABSTRACTION 

è Divergence 
§  Nombre de test avec Lazart vs EFS à 49 vs 4528 respectivement 

è Différence de niveau d’abstraction 
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!
!

if (value <= 0) 
   goto foo ; 

. . . 

bb
1 

bb
2 

Lazart!Domain!
C!Code!

EFS!Domain!
ASM!Code!

 . . . 
 
MOV  RX, value 
CMP RX, #0x00 
JSG @bb2 
JMP @foo 
 
 . . . 
 
 

Z 
C 
S 
. 
. 
. 

Flag!!
Register!

. . . 

1" 2"
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DIVERGENCE ET ABSTRACTION 

è Divergence 
§  Nombre de test avec Lazart vs EFS à 49 vs 4528 respectivement 

è Différence de niveau d’abstraction 
§  A une expression en C peut correspondre plusieurs instructions assembleur 
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DIVERGENCE ET ABSTRACTION 

è Divergence 
§  Nombre de test avec Lazart vs EFS à 49 vs 4528 respectivement 

è Différence de niveau d’abstraction 
§  A une expression en C peut correspondre plusieurs instructions assembleur 
§  Les opérations très bas niveaux sont totalement abstraites en C 
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!
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APPROCHE SÉQUENTIELLE - PERFORMANCES 

è Evaluation de code séquentielle 
1.  Lazart : Déterminer l’objectif sécuritaire 
2.  Lazart : Localiser les portions de code sensibles selon la coloration du CFG 
3.  EFS : cibler les portions de codes reportées (adresses ASM correspondantes) 
4.  EFS : Attaque des portions de code sur l’espace restreint 

è Complémentarité de Lazart et de l’EFS sur le VerifyPIN  
§  Gain d’un facteur 10 en timing pour EFS + Lazart (par rapport à EFS seul) 
§  Le taux de détection augmente (grâce à l’espace restreint reporté par Lazart)  
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*On se limite au saut de 4 instructions avec l’EFS dans cette expérience  

# of skipped # of Representative

instructions attacks attacks

0 0 0

1 1 1

2 2 1

3 1 0

4 4 0

5+ 64 1

Total 72 3

Table 1: Possible attacks for

byteArrayCompare with EFS

Fault

# of attack

# non-

Multiplicity redundant

0 0 0

1 0 0

2 2 2

3 5 0

4 11 1

Total 18 3

Approach # of tests # of attacks

Timing

performance

Lazart 49 18 (3) < 3s

EFS 4528 72 (2) ⇠ 17mn

Lazart + EFS 49 + 720 14 (3) ⇠ 1mn30s

1
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Conclusion et Perspectives 
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TRAVAUX EFFECTUÉS 

è Implémentation 
§  Code générique d’appel et de configuration du simulateur embarqué (C) 
§  Mécanisme de faute à bas niveau (ASM) 
§  Intégration à des produits existants dans leur phase de test 
§  Fonctions supplémentaires : trigger side-channel paramétrable 

è Evaluation sur produit réel et microcontrôleur 
§  Impacts fonctionnels 
§  Impacts side-channel  
§  Analyse comportementale en fonction du modèle de faute 
§  Attaque multiple expérimentale (1 faute simulée + 1 injection laser) 
§  Perturbation de fonction cryptographiques et sécuritaires (DES, AES) 

EFS VS. SIMULATION HAUT-NIVEAU 
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TRAVAUX PUBLIÉS 

è Combining High-Level and Low-Level Approaches to Evaluate 
Software Implementations Robustness Against Multiple Fault 
Injection Attacks 

ú  L. Rivière, M.-L. Potet, T.-H Le, J. Bringer, H. Chabanne et M. Puys 
ú  Foundation on Practice of Security – FPS, Novembre 2014 

è High-Level Simulation for Multiple Fault Injection Evaluation 
ú  M. Puys, L. Rivière, J. Bringer et T.-H. Le 
ú  Quantitative Aspects in Security Assurance – QASA,  Septembre 2014 

è Idea: Embedded Fault Injection Simulator on Smartcard 
ú  M. Berthier, J. Bringer, H. Chabanne, T.-H. Le, L. Rivière et V. Servant 
ú  Engineering Secure Software and Systems – ESSoS, Février 2014 
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AVANCEMENT ACTUEL 

è Travaux en cours… 
§  Génération et analyse des chemins d’attaques 
§  Modèles de fautes pratique et intégration pour la simulation 
§  Interprétation multi-niveaux et mesure de criticité 

è Perspectives pour le simulateur de faute embarqué 
§  Prise en charge des fautes multiples 
§  Attaque exhaustive de transactions complètes 

CONCLUSION ET PERSPECTIVES 
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FIN 
CONCLUSION ET PERSPECTIVES 

Merci, à vos questions ! 
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lionel.riviere@morpho.com 
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